MEETING OF THE LIVERPOOL CITY REGION
COMBINED AUTHORITY

To:

The Members of the Liverpool City Region Audit and Governance
Committee

Dear Member,
You are requested to attend a meeting of the Liverpool City Region Audit and
Governance Committee to be held on Wednesday, 23rd January, 2019 at
2.00 pm in the Authority Chamber - No.1 Mann Island, Liverpool, L3 1BP.
If you have any queries regarding this meeting, please contact Charles Yankiah
on telephone number (0151) 330 1079.
Yours faithfully

Head of Paid Service

(Established pursuant to section 103 of the Local Democracy, Economic Development
and Construction Act 2009 as the Halton, Knowsley, Liverpool, St Helens, Sefton
and Wirral Combined Authority)

LIVERPOOL CITY REGION COMBINED AUTHORITY

AGENDA
AUDIT AND GOVERNANCE TRAINING
Audit and Governance Training – Room G10, Ground Floor, Mann Island,
Liverpool from 1.00pm - 2.00pm
Audit and Governance Training will be facilitated by Jill Coule (Chief Legal &
Monitoring Officer) for all members of the Audit and Governance Committee
(substitutes included).
This particular training session directly relates to Governance.
__________
1.

APOLOGIES FOR ABSENCE

2.

DECLARATIONS OF INTEREST

3.

MINUTES OF THE PREVIOUS MEETING
To consider the minutes of the previous meeting of the Audit and
Governance Committee held on 17th October 2018.
(Pages 1 - 6)

4.

INTERNAL AUDIT PERFORMANCE
The purpose of this report is to provide the Liverpool City Region
Combined Authority (LCRCA) Audit and Governance Committee with an
overview of the internal audit work completed in respect of the Combined
Authority for the period 1 October – 31 December 2018 in accordance with
the Internal Audit Plan 2018-19.
(Pages 7 - 22)

5.

EXTERNAL AUDIT PLAN 2018/19
To provide the Audit and Governance Committee with the external
auditor's audit plan of work for 2018/19.
(Pages 23 - 44)

6.

GOVERNANCE UPDATE
To advise the Audit and Governance Committee of various matters relating
to the CA Constitution and information policies.
(Pages 45 - 82)

7.

RISK MANAGEMENT UPDATE
The purpose of this report is to provide an update in respect of the system
of corporate risk management and the activity that has been undertaken in
embedding an effective system in the organisation. This encompasses
presenting the refreshed Corporate Risk Register for noting and the
revised Risk Management Policy for approval.
(Pages 83 - 112)

8.

WORK PROGRAMME UPDATE 2018/19
To update members of the Audit and Governance Committee on the Work
Programme for 2018/19.
(Pages 113 - 114)

9.

ANY OTHER URGENT BUSINESS

10. DATE OF THE NEXT MEETING
The next meeting of the Audit and Governance Committee will be held on
20th March 2019.
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Agenda Item 3
AUDIT & GOVERNANCE COMMITTEE

At a meeting of the Liverpool City Region (LCR) Audit & Governance Committee held
in the Authority Chamber - No.1 Mann Island, Liverpool, L3 1BP on Wednesday, 17th
October, 2018 the following Members were in attendance: Councillor Edna Finneran
Councillor Paula Murphy
Councillor Dr John Pugh
Councillor Sir Ron Watson OBE
Councillor Derek Long
Councillor Ian Maher

1.

Overview & Scrutiny
Overview & Scrutiny
Overview & Scrutiny
Overview & Scrutiny
Combined Authority
Combined Authority

Knowsley MBC
Sefton MBC
LCR Opposition Group
LCR Opposition Group
St Helens MBC
Sefton MBC

APPOINTMENT OF CHAIRPERSON

Councillor Ian Maher nominated Councillor Paula Murphy to be the Chairperson of
the Liverpool City Region Audit and Governance Committee.
This was seconded by Councillor Derek Long.
RESOLVED that Councillor Paula Murphy be appointed as the Chairperson of the
LCR Audit and Governance Committee for the remainder of the municipal year
2018/19.
2.

APPOINTMENT OF VICE CHAIRPERSON

Councillor Ian Maher nominated Councillor Edna Finneran to be the Vice
Chairperson of the Liverpool City Region Audit and Governance Committee.
This was seconded by Councillor Derek Long.
RESOLVED that Councillor Edna Finneran be appointed as the Vice Chairperson of
the Liverpool City Region Audit and Governance Committee for the remainder of the
municipal year 2018/19.
3.

APOLOGIES FOR ABSENCE

Apologies for absence were received from Councillor Rob Polhill.
4.

DECLARATIONS OF INTEREST

There were no declarations of interest.

5.

MINUTES OF THE PREVIOUS MEETINGS

RESOLVED that the following minutes of the previous meetings of the Liverpool City
Region Audit and Governance Committee be approved as a correct record: -
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a) 8 September 2017;
b) 22 February 2018; and
c) 28 March 2018
6.

INTERNAL AUDIT PERFORMANCE REPORT QUARTER 1 AND 2

The Committee considered a report relating to the internal audit work completed in
respect of the Combined Authority for the period 1 April to 30 September 2018
presented by Laura Williams, Head of Internal Audit.
Members enquired about the fleet management and assurance issues that needed to
be addressed as well as the differences between the assurance opinions.
John Fogarty informed the Committee that the fleet management is the fleet that is
used to operate the Mersey Tunnels.
Laura Williams informed the Committee that the assurance issues were related to
policies and procedures and how they were adopted and implemented. She also
stated that the differences between the assurance opinions were: 




Substantial – operating effectively and generally happy
Reasonable – operating adequately
Limited – not where it is supposed to be
No Assurance – poor

There was a discussion about the assurances and the levels of opinions in relation to
the follow-up and how it should be differentiated and consistent and be made clear
for the members of the public to understand it.
Laura Williams informed the Committee that the different levels of assurances are
dependent on the priority levels of the recommendations made in the audit report. All
recommendations are followed up equally and discussions were currently being held
with officers about the progress being made in implementing the recommendations
made.
Members enquired about the publication scheme audit, the timescales involved in
implementing the recommendations and whether it could not be completed earlier.
Laura Williams informed the Committee that the Chief Legal Officer had advised that
the publication scheme would be completed by March 2019.
Jill Coule advised that the website was being developed and the publication scheme
would be completed before the original timescales.

RESOLVED that the Audit and Governance Committee notes: a) the progress made in the delivery of the approved Internal Audit Plan in
respect of the Combined Authority.
b) the outcomes of the audit work undertaken during the period of the report.

Page 2

c) that Audit and Governance training would be organised for members of the
Committee prior to the next meeting in January 2019.
d) that a copy of the report relating to Fleet Management be circulated to the
Committee.
e) that Jill Coule, Monitoring Officer to action the development of the Publication
Scheme
7.

KPMG ANNUAL AUDIT LETTER

The Committee considered a report relating to the Annual Audit Letter for 2017/18
provided by the Combined Authority’s outgoing external auditors (KPMG) for
information, presented by John Fogarty, Director of Corporate Services.
There was a discussion about the recommendation on the report relating to the
Combined Authority “noting” the Annual Letter and what the role of the Audit and
Governance Committee was in its approval.
John Fogarty informed the Committee that the report had already been to the
Combined Authority for approval and it was a matter of process to be submitted to
the Audit and Governance Committee.
The Chair enquired about the reference to an “unqualified conclusion” on page 27 of
the report and commented that she was confused as the Metro Mayor had reported
at the last Overview and Scrutiny Committee that it was a “qualified opinion”.
John Fogarty informed the Committee that it was the terminology being used and that
it was an “unqualified opinion” that was reported by the internal auditors.
Members enquired about the meaning of “misstatements” and “significant audit
differences” references on page 27 of the report.
John Fogarty informed the Committee that the references were from financial
statements and related to the inaccuracy of the accounts but was not material but
rather an opinion.
RESOLVED that the Audit and Governance Committee: a) receives the Annual Audit Letter for 2017/18 which was considered by the
Liverpool City Region Combined Authority at its meeting in August 2018; and
b) agrees that officers collate a glossary of terms and audit jargon to be
circulated to members of the Committee to assist in understanding the
terminology being used in reports.
8.

APPOINTMENT OF INDEPENDENT MEMBER UPDATE

The Committee considered a report relating to the recent recruitment of the
Independent Member to the Audit and Governance Committee presented by Jill
Coule Monitoring Officer.
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Members discussed the report and the options available and enquired about
approaching other local authorities in the region before looking at other costly
methods.
RESOLVED that the Audit and Governance Committee: a) notes the progress to date for the recruitment of an Independent Member;
and
b) agrees to Option 2 being considered first, then Option 1 and Option 3 as a
last resort due to the financial implications and that officers take the
appropriate steps to appoint an Independent Member as soon as practicable.
c) provides the Chair with an update and keeps the Committee informed of the
progress.
9.

WORK PROGRAMME FOR 2018-19

The Committee considered a report relating to the Audit and Governance Work
Programme for 2018/19.
Jill Coule informed the Committee that the Work Programme was produced as a
guide for the Committee to be aware of items likely to be submitted to future
meetings and now that a Chair and Vice Chair had been appointed to the Committee
meetings would be arranged to look at the Work Programme in more detail. She also
stated that a report on Information, Management and Governance would be included
in the Work Programme for the January 2019 meeting.
Members discussed the Work Programme and highlighted the March meeting being
a “full agenda” and consideration may need to be given to including another meeting
in the schedule to consider the reports appropriately.
RESOLVED that the Audit and Governance Committee Work Programme for
2018/19: a) in consultation with the Chair and officers, be agreed as a developing
document that would be subject to changes and additions as the municipal
year progresses;
b) be agreed subject to a report on Information, Management and Governance
being included in the Work Programme for the January 2019 meeting; and
c) in consultation with the Chair and officers, looks at the March 2019 meeting
and agrees a way forward to consider the reports scheduled to be submitted.
10.

ANY OTHER URGENT BUSINESS

There was no other urgent business.

11.

DATE OF THE NEXT MEETING

The date of the next meeting on 23 January 2019 was noted.
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Minutes 1 to 11 received as a correct record on the 23 day of January 2018.

Chairperson of the Audit and Governance Committee
(The meeting closed at 2.55 pm)

Page 5

This page is intentionally left blank

Page 6

Agenda Item 4
LIVERPOOL CITY REGION COMBINED AUTHORITY
To:

The Chair and Members of the Combined Authority
Audit and Governance Committee

Meeting:

23 January 2019

Authority/Authorities Affected:

Combined Authority/All Districts

EXEMPT/CONFIDENTIAL ITEM:

No

REPORT OF THE HEAD OF INTERNAL AUDIT
LIVERPOOL CITY REGION COMBINED AUTHORITY
INTERNAL AUDIT PERFORMANCE

1.

PURPOSE OF REPORT

1.1

The purpose of this report is to provide the Liverpool City Region Combined
Authority (LCRCA) Audit and Governance Committee with an overview of the
internal audit work completed in respect of the Combined Authority for the period 1
October – 31 December 2018 in accordance with the Internal Audit Plan 2018-19.

2.

RECOMMENDATIONS

2.1

The Liverpool City Region Combined Authority Audit and Governance Committee is
recommended to:

3.

(a)

Note the progress made in the delivery of the approved Internal Audit Plan
in respect of the Combined Authority

(b)

Note the outcomes of the audit work undertaken during the period of the
report.

BACKGROUND
So as to support the Committee in the discharge of its duties according to its Terms
of Reference, the report details the work undertaken by the Internal Audit service in
respect of LCRCA in the period 1 October – 31 December 2018. The report
highlights the following key points:
(a)
(b)
(c)

Audits completed in the period, detailing audit opinions and
recommendations made;
Recommendations outstanding and progress made by management in
implementing recommendations;
An update on internal audit performance indicators, as detailed in the Quality
Assurance and Improvement Programme (QAIP);
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(e)
(f)

An update on work undertaken in respect of fraud and irregularity; and
An update on the service’s compliance with the Public Sector Internal Audit
Standards (PSIAS).

4.

RESOURCE IMPLICATIONS

4.1.

Financial
There are no direct issues arising from this report.

4.2.

Human Resources
There are no direct issues arising from this report.

4.3.

Physical Assets
There are no direct issues arising from this report.

4.4.

Information Technology
There are no direct issues arising from this report.

4.5.

Programme Management Office (PMO)
There are no direct issues arising from this report.

5.

RISKS AND MITIGATION
It is the responsibility of the LCRCA to establish effective arrangements for the
management of risk. Internal Audit reports highlight weaknesses which pose a risk
to the achievement of the organisation’s objectives and the according
recommendations assist in mitigating such risks. Internal audit work is one strand
of assurance regarding the effectiveness of the system of internal control and this
can be utilised to inform the LCRCA’s view of organisational risk and its
management.

6.

EQUALITY AND DIVERSITY IMPLICATIONS
There are no direct issues arising from this report.

7.

PRIVACY IMPLICATIONS
There are no direct issues arising from this report.

8.

COMMUNICATION ISSUES
There are no direct issues arising from this report.
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9.

CONCLUSION

9.1

Internal Audit has made positive progress in the period of this report to deliver the
Internal Audit Plan 2018-19.

9.2

This report demonstrates how the provision of available Internal Audit resource has
been utilised to provide appropriate assurance to the Combined Authority.

LAURA A. WILLIAMS
Head of Internal Audit

Contact Officer(s):
Laura A. Williams, Head of Internal Audit
Liz Storey, Corporate Communications Manager
Appendices:
Appendix One – Internal Audit Performance
Background Documents:
None
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tel: 0151 330 1764
tel: 0151 330 1430
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INTERNAL AUDIT PERFORMANCE

Audit and Governance Committee
23 January 2019
Laura A. Williams MA CPFA
Head of Internal Audit
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1. Introduction
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1.1

The purpose of this report is to provide a summary of Internal Audit work completed in the period 1 October – 31 December
2018, in respect of the LCRCA Internal Audit Plan 2018-19 approved by this Committee at its meeting on 28 March 2018.

1.2

The report is prepared for the Audit and Governance Committee so as to facilitate the Committee’s obligations, as defined in
its Terms of Reference, in monitoring the effectiveness of the LCRCA’s internal audit arrangements. It highlights the outcomes
of Internal Audit work as a source of assurance on the effectiveness of the LCRCA’s internal control environment.

1.3

Internal Audit is defined as: “an independent, objective assurance and consulting activity designed to add value and improve
an organisation’s operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control and governance processes.” (Public Sector Internal
Audit Standards 2017)

1.4

The mission of Internal Audit is to: “To enhance and protect organisational value by providing risk-based and objective
assurance, advice and insight”.

Internal Audit Performance
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2. Internal Audit Plan Progress
2.1

Background

2.1.1 The Internal Audit Plan 2018-19 for the LCRCA was approved by this Committee at its meeting on 28 March 2018. The Plan
comprises 220 days of internal audit resource to be utilised on the audit of LCRCA activities. In addition to this, the LCRCA
can draw assurance from the internal audit work undertaken in the Merseytravel Internal Audit Plan in respect of corporate
systems which Merseytravel provides to the LCRCA.
2.1.2 The Internal Audit Plan comprises two main elements:
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 Assurance in respect of grants administered by the LCRCA such as the Strategic Investment Fund (SIF), Growth Fund,
Growth Hub, Rural Leader and Skills for Growth.
 Supporting developing systems by providing advice and guidance on risk and internal control. This is particularly pertinent
as the activities of the Combined Authority are being established.
2.2

Grant Assurance

2.2.1 Work has been undertaken by Internal Audit to review the evidence supporting requests for payment associated with grants.
This work is vital in ensuring that grant applicants (including constituent Local Authorities, educational institutions, charities,
voluntary organisations and businesses) have complied with the Grant Funding Agreements in place, and that payment is only
released when they have done so.
2.2.2 It is worthy of note that the volume and value of grants being presented for audit has grown exponentially during 2018-19,
(103 claims totalling £14.9m up to 31 December 2018 compared to 73 claims totalling £8.8m for the same period in the prior
year) and this demonstrates the development of the LCRCA’s activities and increased devolution.
2.2.3 Table 1 shows the grant claims that have been audited during the period 1 October – 31 December 2018:
Internal Audit Performance
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Table 1

Grant Name
Growth Fund (Employment and Skills)
Growth Hub (LEP)
Careers and Enterprise (LEP)
Rural Leader
Single Investment Fund
Total
2.3

Number of Claims Audited
1
1
4
1
32
39

Value of Claims Audited (£)
34,807
122,471
62,898
20,340
3,890,502
4,131,018

Advice on Developing Systems
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2.3.1 Adult Education Budget
Internal Audit has been providing support to the Education and Skills team to develop systems and procedures which will
ensure robust audit and assurance arrangements are in place following the devolution of the Adult Education Budget in
September 2019 from the Education Skills Funding Agency (ESFA) to the Combined Authority. As well as advice on our own
internal systems such as the procurement and payments process, internal audit have also provided advice and guidance in
relation to the offer made by the ESFA in relation to proposed working arrangements on audit and assurance, financial health
and fraud and investigations. The Adult Education Budget devolved to the Combined Authority is in the region of £52m per
academic year.
2.3.2 Housing First
Internal Audit is represented on the Project Board for the development of Housing First, advising on internal control,
governance and risk management matters. The project concerns the award of a grant to the Combined Authority from the
Ministry of Housing, Communities and Local Government (MHCLG) of £7.7m over three years, to deliver step change in
homelessness in the City Region.

Internal Audit Performance
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2.4

Follow-Up of Previous Recommendations

2.4.1 The implementation of recommendations made by Internal Audit is subject to ongoing monitoring and follow-up audit review.
Where dates of agreed action have passed and confirmation of implementation has not been received, Internal Audit contacts
managers to establish progress, confirm actions completed or agree revised implementation dates, if appropriate.
2.4.2 Table 3 provides a summary of recommendations that are yet to be implemented:
Table 3
Department
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2017-18
Legal
Legal

Audit Name

Freedom Of Information
Publication Scheme

Assurance Organisational
Rating
Impact
Substantial
Limited

Low
Low

Priority

Required

4
2

0
5

Advisory Completed

1
0

3
2

In
Progress

Overdue

2
5

0
0

2.4.3 It is positive to note that there are no recommendations outstanding. The level of acceptance of Internal Audit
recommendations is high and this is reflected in a generally positive picture in terms of implementation of recommendations
within an appropriate timescale.

Internal Audit Performance
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2.5

Performance Against Plan

2.5.1 Figure 1 below shows the completion of the Internal Audit Plan 2018-19, in comparison to the profiled expected completion for
each quarter based on the total number of days allocated:
220

170
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120
Target
Actual
70

20
Quarter 1

Quarter 2

Quarter 3

Quarter 4

-30
Figure 1: Completion of Internal Audit Plan 2018-19

Internal Audit Performance
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2.6

Audits of Corporate Functions

2.6.1 There are a number of functions provided by Merseytravel to the LCRCA, such as:






Finance
Procurement
Human Resources
ICT
Mersey Tunnels
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2.6.2 As these systems are “owned” by Merseytravel, these are subject to Merseytravel governance processes, which involve
reporting to the Audit, Risk and Governance Board where there is a detailed review of the audit findings and
recommendations. However, as these provide services to the LCRCA, a high level summary is provided here so as to provide
visibility and assurance to this Committee.
2.6.3 During the period, the following relevant Merseytravel corporate functions were audited:
Audit Review
Database Management
IT Project Management
Data Management
IT Strategy
Mersey Tunnels - Police
Vehicles & Driver
Management

Internal Audit Performance

Assurance Opinion
Limited
Substantial
Limited
Limited
Reasonable

Priority
1
0
3
1
0

Recommendations Made
Required
1
2
2
0
4

Advisory
0
2
0
0
2
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3. Fraud and Irregularity
3.1

Background

3.1.1 The Merseytravel Internal Audit Plan 2018-19 includes 100 days for the investigation (where appropriate), prevention and
detection of fraud. This is the subject of detailed scrutiny by the Audit, Risk and Governance Board, but as some of the work
undertaken relates to services provided by Merseytravel to LCRCA (such as payroll and creditors), a high level summary is
provided here so as to provide visibility and assurance to this Committee.
3.2

CIPFA Code of Practice on Managing the Risk of Fraud and Corruption (2014)
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3.2.1 The CIPFA Code of Practice on Managing the Risk of Fraud and Corruption is the key guidance document for the sector on
managing fraud risk.
3.2.2 The document takes the form of a self-assessment which examines all aspects of the organisation’s strategic focus on and
response to, the risk of fraud and corruption.
3.2.3 Two of the key requirements of the Code of Practice are that the Internal Audit Plan has a dedicated resource for
investigation, prevention and detection of fraud and corruption, and that this is informed by a Fraud Risk Register. Both of
these items are in place.
3.2.4 The self- assessment against the document is in the process of being reviewed and updated, so that it reflects the risk of fraud
in the LCRCA.
3.3

Proactive Counter-Fraud Work

3.3.1 Proactive work is being undertaken examining creditors data to identify potential duplicate payments and reconciling the
establishment list to the payroll to identify potential “ghost employees”.
Internal Audit Performance
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3.4

National Fraud Initiative (NFI)

3.4.1 The organisation participates in the National Fraud Initiative co-ordinated by the Cabinet Office. Data from the Payroll and
Creditors systems are uploaded to the dedicated Cabinet Office website, and are matched with data within and between
participating bodies so as to identify potential frauds, overpayments and errors. On receipt of the results, the organisation has
responsibility to follow up and investigate the matches. The main NFI data matching is undertaken every two years, the
results of these matches is fed into a national report at the end of each cycle.
3.4.2 Data for this cycle was uploaded in the week commencing 8 October 2018 in accordance with the NFI timetable, and matches
are expected to be received at the end of January 2019.
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3.5

Reactive Counter-Fraud Work

3.5.1 Internal Audit has not been asked to undertake any reactive counter-fraud work such as investigations in the period.
3.6

Fraud Risk Register

3.6.1 The Fraud Risk Register is under review in conjunction with Heads of Service. This is with the objective of updating the risks
held within the risk register so as to reflect new and emerging fraud risks associated with the development of the LCRCA, and
to ensure that Heads of Service have acknowledged such risks in their planning and development of internal controls.
3.6.2 The updated Fraud Risk Register will be presented to this Committee at its March 2019 meeting, as one of the key strands
informing the Counter Fraud Plan for 2019-20.
3.7

Fraud Policy Framework

3.7.1 All fraud policies within the Policy Framework are current and up to date.

Internal Audit Performance
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4. Public Sector Internal Audit Standards (PSIAS)
4.1

Background

4.1.1 The Internal Audit service is required to demonstrate its compliance with the Public Sector Internal Audit Standards (PSIAS),
which detail how the service should operate, be managed, and relate to the organisation. So as to demonstrate compliance,
the service must undertake internal and external assessment.
4.2

Internal and External Assessment
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4.2.1 It is a requirement of the PSIAS that the service must be subject to an external assessment of its compliance with the PSIAS
once every five years. The service was subject to such an external assessment (peer review validation of self-assessment)
against the requirements of the Public Sector Internal Audit Standards (PSIAS) in June 2017.
4.2.2 The overall outcome of this assessment was that the service conforms to the PSIAS. A number of enhancements to the
service were suggested as a result of the assessment, and all such actions arising from the report have subsequently been
completed.
4.2.3 An internal assessment against the PSIAS is undertaken on an ongoing basis, so as to ensure that the service remains
compliant until the next scheduled external review, which will be scheduled to take place in 2022.
4.3

Quality Assurance and Improvement Programme (QAIP)

4.3.1 The Public Sector Internal Audit Standards (PSIAS) require that the service maintains a Quality Assurance and Improvement
Programme (QAIP) which includes a series of performance measures and associated targets.
4.3.2 Performance measures defined in the QAIP are also included within the 2018/19 Internal Audit Service Plan and are thus
reported to senior management in accordance with the corporate quarterly performance reporting process. This provides
Internal Audit Performance

Page | 10

senior management oversight and scrutiny of performance and of any remedial actions required to meet identified targets. The
QAIP is also subject to detailed scrutiny by the Merseytravel Audit, Risk and Governance Board.

Page 22
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Agenda Item 5
LIVERPOOL CITY REGION COMBINED AUTHORITY
To:

The Chair and Members of the Audit and Governance
Committee

Meeting:

23 January 2019

Authority/Authorities Affected:

All

EXEMPT/CONFIDENTIAL ITEM: No

REPORT OF THE DIRECTOR OF CORPORATE SERVICES
EXTERNAL AUDIT PLAN 2018/19

1.

PURPOSE OF REPORT

1.1

The purpose of this report is to provide the Audit and Governance Committee with
the external audit plan of work (2018/19) which is proposed by the appointed
External Auditors, Mazars.

2.

RECOMMENDATIONS

2.1

It is recommended that the Liverpool City Region Combined Authority:
(a) Approve the external audit plan of work for 201/19 proposed by the appointed
External Auditors; and
(b) Request that further updates are provided as appropriate

3.

BACKGROUND

3.1

The statutory responsibilities and powers of the External Auditors are set out in the
Local Audit and Accountability Act 2014 and the National Audit Office’s Code of
Audit Practice.

3.2

The external audit process has two key objectives, as follows:
(a) Providing an opinion on the Financial Statements (including the Annual
Governance Statement); and
(b) Concluding on the arrangements in place for securing economy, efficiency and
effectiveness in the use of resources (the value for money conclusion).

3.3

To demonstrate how these objectives will be met the Liverpool City Region
Combined Authority’s (LCR CA) External Auditor, Mazars, have prepared the LCR
CA External Audit Plan in respect of the 2018/19 Financial Statement Audit and
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Value for Money work (Appendix 1). The plan is presented to the Audit and
Governance Committee for its consideration and approval.

4.

RESOURCE IMPLICATIONS

4.1

Financial
The external audit fee for 2018/19 is £36,334.

4.2

Human Resources
There are no direct issues arising from this report.

4.3

Physical Assets
There are no direct issues arising from this report.

4.4

Information Technology
There are no direct issues arising from this report.

5.

RISKS AND MITIGATION
There are no direct issues arising from this report.

6.

EQUALITY AND DIVERSITY IMPLICATIONS
There are no direct issues arising from this report.

7.

COMMUNICATION ISSUES
There are no direct issues arising from this report.

8.

CONCLUSION

8.1

The attached External Audit plan is presented to the Committee for information and
approval.

JOHN FOGARTY
Director of Corporate Services
Contact Officer(s):
Sarah Johnston, Head of Finance, Merseytravel 0151 330 1015
Liz Storey, Corporate Communications Manager 0151 330 1151
Appendices:
Mazars LCR CA External Audit Plan 2018/19
Background Documents:
None
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Audit Strategy Memorandum
Liverpool City Region Combined
Authority
Year ending 31 March 2019
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Mazars LLP
14th Floor,
The Plaza,
100 Old Hall Street,
LIVERPOOL,
L3 9QJ

Members of the Audit Risk and Governance Committee
1 Mann Island
Liverpool
L3 1BP

9 January 2019

Dear Sirs / Madams
Audit Strategy Memorandum – Year ending 31 March 2019
We are pleased to present our Audit Strategy Memorandum for Liverpool City Region Combined Authority (the Combined Authority) for
the year ending 31 March 2019
The purpose of this document is to summarise our audit approach, highlight significant audit risks and areas of key judgements and
provide you with the details of our audit team. As it is a fundamental requirement that an auditor is, and is seen to be, independent of its
clients, Section 7 of this document also summarises our considerations and conclusions on our independence as auditors.
We consider two-way communication with you to be key to a successful audit and important in:
• reaching a mutual understanding of the scope of the audit and the responsibilities of each of us;
• sharing information to assist each of us to fulfil our respective responsibilities;
• providing you with constructive observations arising from the audit process; and
• ensuring that we, as external auditors, gain an understanding of your attitude and views in respect of the internal and external
operational, financial, compliance and other risks facing the Combined Authority which may affect the audit, including the
likelihood of those risks materialising and how they are monitored and managed.
This document, which has been prepared following our initial planning discussions with management, is the basis for discussion of our
audit approach, and any questions or input you may have on our approach or role as auditor.
This document also contains specific appendices that outline our key communications with you during the course of the audit, and
forthcoming accounting issues and other issues that may be of interest.
Client service is extremely important to us and we strive to continuously provide technical excellence with the highest level of service
quality, together with continuous improvement to exceed your expectations so, if you have any concerns or comments about this
document or audit approach, please contact me on 0151 237 2238 .
Yours faithfully
{{_es_:signer1:signature }}

Gareth Hitchmough (Jan 14, 2019)

Gareth Hitchmough, Partner and Engagement Lead
Mazars LLP
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1.

ENGAGEMENT AND RESPONSIBILITIES SUMMARY

Overview of engagement
We are appointed to perform the external audit of Liverpool City Region Combined Authority for the year to 31 March 2019. The scope of
our engagement is set out in the Statement of Responsibilities of Auditors and Audited Bodies, issued by Public Sector Audit
Appointments Ltd (PSAA) available from the PSAA website: https://www.psaa.co.uk/audit-quality/statement-of-responsibilities/
Our responsibilities
Our responsibilities are principally derived from the Local Audit and Accountability Act 2014 (the 2014 Act) and the Code of Audit Practice
issued by the National Audit Office (NAO), as outlined below:

We are responsible for forming and expressing an opinion on the financial statements.
Audit
opinion

Our audit is planned and performed so to provide reasonable assurance that the financial statements are free
from material error and give a true and fair view of the financial performance and position of the Combined
Authority for the year.

Reporting
Going
to the
concern
NAO

We report to the NAO on the consistency of the Combined Authority’s financial statements with its Whole of
Government Accounts (WGA) submission.

Value for
Money

We are required to conclude whether the Combined Authority has proper arrangements in place to secure
economy, efficiency and effectiveness in it its use of resources. We discuss our approach to Value for Money
work further in section 5 of this report.

Fraud

Electors’
rights

The 2014 Act requires us to give an elector, or any representative of the elector, the opportunity to question us
about the accounting records of the Combined Authority and consider any objection made to the accounts. We
also have a broad range of reporting responsibilities and powers that are unique to the audit of local authorities
in the United Kingdom.

Our audit does not relieve management or those charged with governance, of their responsibilities. The responsibility for safeguarding
assets and for the prevention and detection of fraud, error and non-compliance with law or regulations rests with both those charged with
governance and management. In accordance with International Standards on Auditing (UK), we plan and perform our audit so as to obtain
reasonable assurance that the financial statements taken as a whole are free from material misstatement, whether caused by fraud or
error. However our audit should not be relied upon to identify all such misstatements.
As part of our audit procedures in relation to fraud we are required to enquire of those charged with governance as to their knowledge of
instances of fraud, the risk of fraud and their views on management controls that mitigate the fraud risks.
The Combined Authority is required to prepare its financial statements on a going concern basis by the Code of Practice on Local
Authority Accounting. As auditors, we are required to consider the appropriateness of the use of the going concern assumption in the
preparation of the financial statements and the adequacy of disclosures made.
For the purpose of our audit, we have identified the Audit and Governance Committee as those charged with governance.
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2.

YOUR AUDIT ENGAGEMENT TEAM

Partner &
Engagement
Lead

Senior
Manager

Audit
Senior
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Gareth Hitchmough
Gareth.Hitchmough@mazars.co.uk
T:0151 237 2238
M:07891 739208

Chris Whittingham
Chris.Whittingham@mazars.co.uk
T: 0151 2372255
M: 07909 982497

Patrick McCloskey
Patrick.Mccloskey@mazars.co.uk
T: 0151 237 2254
M: 07833 059203
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3.

AUDIT SCOPE, APPROACH AND TIMELINE

Audit scope
Our audit approach is designed to provide an audit that complies with all professional requirements.
Our audit of the financial statements will be conducted in accordance with International Standards on Auditing (UK), relevant ethical and
professional standards, our own audit approach and in accordance with the terms of our engagement. Our work is focused on those
aspects of your business which we consider to have a higher risk of material misstatement, such as those affected by management
judgement and estimation, application of new accounting standards, changes of accounting policy, changes to operations or areas which
have been found to contain material errors in the past.
Audit approach
Our audit approach is a risk-based approach primarily driven by the risks we consider to result in a higher risk of material misstatement of
the financial statements. Once we have completed our risk assessment, we develop our audit strategy and design audit procedures in
response to this assessment.
If we conclude that appropriately-designed controls are in place then we may plan to test and rely upon these controls. If we decide
controls are not appropriately designed, or we decide it would be more efficient to do so, we may take a wholly substantive approach to
our audit testing. Substantive procedures are audit procedures designed to detect material misstatements at the assertion level and
comprise tests of details (of classes of transactions, account balances, and disclosures) and substantive analytical procedures.
Irrespective of the assessed risks of material misstatement, which take into account our evaluation of the operating effectiveness of
controls, we are required to design and perform substantive procedures for each material class of transactions, account balance, and
disclosure.
Our audit will be planned and performed so as to provide reasonable assurance that the financial statements are free from material
misstatement and give a true and fair view. The concept of materiality and how we define a misstatement is explained in more detail in
section 8.
The diagram below outlines the procedures we perform at the different stages of the audit.
•

Final review and disclosure checklist of financial

•

Updating our understanding of the Combined

statements

Authority

•

Final partner review

•

•

Agreeing content of letter of representation

•

Reporting to Audit and Governance Committee

•

Reviewing post balance sheet events

•

Signing our opinion

•

Review of draft financial statements

•

Reassessment of audit strategy,

assessments
•

Delivering our planned audit testing

•

Continuous communication on emerging

Development of our audit strategy
• Agreement of timetables

Completion
July 2019

Planning
Nov 2018 – Feb
2019

Fieldwork
June-July 2019

Interim
March-April
2019

revising as necessary
•

Initial opinion and value for money risk

•

•
•
•

Preliminary analytical procedures

Documenting systems and controls
Walkthrough procedures
Controls testing, including general
and application IT controls

• Early substantive testing of transactions

issues
•

Clearance meeting
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3.

AUDIT SCOPE, APPROACH AND TIMELINE (CONTINUED)

Reliance on internal audit
Where possible we will seek to utilise the work performed by internal audit to modify the nature, extent and timing of our audit procedures.
We will meet with internal audit to discuss the progress and findings of their work prior to the commencement of our controls evaluation
procedures.
Where we intend to rely on the work of internal audit, we will evaluate the work performed by your internal audit team and perform our own
audit procedures to determine its adequacy for our audit.
Management’s and our experts
Management makes use of experts in specific areas when preparing the Combined Authority financial statements. We also use experts to
assist us to obtain sufficient appropriate audit evidence on specific items of account.
Items of account

Management's expert

Our expert

Defined benefit pension assets and liability

Mercer - Actuary for the Merseyside
Pension Fund

PWC - Consulting actuary appointed
on behalf of the National Audit Office

Property, plant and equipment valuation

The Combined Authority are yet to appoint
external valuers to undertake a full
programme of valuations in 2018/19.

We will use available third party
information to challenge the key
valuation assumptions.

Service organisations
International Auditing Standards (UK) define service organisations as third party organisations that provide services to the Combined
Authority that are part of its information systems relevant to financial reporting. We are required to obtain an understanding of the
services provided by service organisations as well as evaluating the design and implementation of controls over those services. The table
below summarises the service organisations used by the Combined Authority and our planned audit approach.
Items of account

Payroll expenditure
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Audit approach

CGI

We plan to obtain assurance by
understanding the processes and
controls that the Combined Authority
has in place to assure itself that
transactions are processed correctly.
Our testing will include sample testing
of transactions based on evidence
available from the Combined Authority
rather than the shared service
provider.
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3.

AUDIT SCOPE, APPROACH AND TIMELINE (CONTINUED)

Group audit approach
The Combined Authority prepares Group accounts and consolidates the following significant component.

•

Merseytravel

In auditing the accounts of the Combined Authority Group financial statements we need to obtain assurance over the transactions in the
Group relating to the subsidiary. To plan to obtain the necessary assurance over the Authority’s group accounts by placing reliance on the
work we will complete in our capacity as component auditors on the financial statements of Merseytravel.
We have not identified any significant risks for Group accounts purposes in relation to the components. The significant risks and areas of
audit focus for the Combined Authority as a single-entity are set out in section 5. Based on our initial planning discussions we do not
consider these significant risks to be risks for the component subsidiary companies.
Timeline
The Timeline of the Audit is set out on page 6 of this document and is planned to meet the statutory audit deadline of 31 July 2019.
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4.

SIGNIFICANT RISKS AND KEY JUDGEMENT AREAS

Following the risk assessment approach discussed in section 3 of this document, we have identified relevant risks to the audit of financial
statements. The risks that we identify are categorised as significant, enhanced or standard, as defined below:
Significant risk

A significant risk is an identified and assessed risk of material misstatement that, in the auditor’s judgment, requires
special audit consideration. For any significant risk, the auditor shall obtain an understanding of the entity’s controls,
including control activities relevant to that risk.

Enhanced risk

An enhanced risk is an area of higher assessed risk of material misstatement at audit assertion level other than a
significant risk. Enhanced risks incorporate but may not be limited to:
•

key areas of management judgement, including accounting estimates which are material but are not
considered to give rise to a significant risk of material misstatement; and

•

other audit assertion risks arising from significant events or transactions that occurred during the period.

This is related to relatively routine, non-complex transactions that tend to be subject to systematic processing and
require little management judgement. Although it is considered that there is a risk of material misstatement, there are
no elevated or special factors related to the nature, the likely magnitude of the potential misstatements or the
likelihood of the risk occurring.

Standard risk

The summary risk assessment, illustrated in the table below, highlights those risks which we deem to be significant. We have
summarised our audit response to these risks on the next page.

High

Risk

3
4

1
Financial
impact

2

1

Management override of control

2

Revenue recognition

3

Property, plant and equipment valuation

4

Defined benefit liability valuation

Low
Likelihood

Low
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4.

SIGNIFICANT RISKS AND KEY JUDGEMENT AREAS
(CONTINUED)

We provide more detail on the identified risks and our testing approach with respect to significant risks in the table below. An audit is a
dynamic process, should we change our view of risk or approach to address the identified risks during the course of our audit, we will
report this to the Audit Committee and Governance Committee.
Significant risks
Description of risk
1

Planned response

Management override of controls
Management at various levels within an organisation
are in a unique position to perpetrate fraud because of
their ability to manipulate accounting records and
prepare fraudulent financial statements by overriding
controls that otherwise appear to be operating
effectively. Due to the unpredictable way in which
such override could occur there is a risk of material
misstatement due to fraud on all audits.

2

•

Material accounting estimates;

•

Journal entries, focussing on those that we determine to contain
certain risk characteristics; and

•

Any significant transactions outside the normal course of
business or otherwise unusual.

Revenue recognition
Our audit methodology incorporates this risk as a
significant risk at all audits, although based on
circumstances it is rebuttable. Based on our initial
planning discussions we have concluded that we can
rebut the presumption for the majority of the
Combined Authority’s revenue income and
expenditure. However, for the tunnels income stream
we will carry out further detailed work.
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For the tunnels income stream we will assess the controls operating
over this income, carry out analytical procedures and consider any
more specific testing as required. Our audit approach will also
incorporate testing of payments and receipts around the year-end to
provide assurance that there are no material unrecorded items of
income and expenditure in the 2018/19 accounts.
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4.

SIGNIFICANT RISKS AND KEY JUDGEMENT AREAS
(CONTINUED)

Significant risks
Description of risk
3

Planned response

Property, plant and equipment valuation
The CIPFA Code requires that where assets are
subject to revaluation, their year end carrying value
should reflect the fair value at that date. The Combined
Authority adopts a revaluation model which sees all
land and buildings revalued every five years.

In relation to the valuation of land and buildings we will:
•

Assess the skill, competence and experience of the
Combined Authority’s external valuers, when appointed

•

Consider whether the overall revaluation methodology
used by the appointed valuer is in line with industry
practice, the CIPFA Code of Practice and the Combined
Authority’s accounting policies;

•

Critically assess the appropriateness of the underlaying
data and the assumptions used in the valuer’s calculations,
based on our expectations by reference to sector and local
knowledge;

•

Assess the movement in market indices between the
revaluation dates and the year end to determine whether
there have been material movements over that time; and

•

Test a sample of items of capital expenditure in 2018/19 to
confirm that the additions are appropriately valued in the
financial statements.

The valuation of Property, Plant & Equipment involves
the use of a management expert (the valuer), and
incorporates material assumptions and estimates.
As a result of the rolling programme of revaluations
there is a risk that individual assets not revalued for up
to four years are not valued at their materially correct
fair value. In addition as the valuations are undertaken
through the year there is a risk that the fair value as
the assets is materially different at the year end.
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4.

SIGNIFICANT RISKS AND KEY JUDGEMENT AREAS
(CONTINUED)

Significant risks
Description of risk
4

Planned response

Defined benefit liability valuation
In relation to the valuation of the Combined Authority’s defined
benefit pension liability we will:

The net pension liability represents a material
element of 's balance sheet. The Combined
Authority is an admitted body of the Merseyside
Pension Fund (MPF), which had its last triennial
valuation completed as at 31 March 2016.

•

Critically assess the competency, objectivity and independence
of the MPF’s Actuary, Mercers;

•

Liaise with the auditors of the Merseyside Pension Fund to gain
assurance that the controls in place at the Pension Fund are
operating effectively. This will include the processes and
controls in place to ensure data provided to the Actuary by the
Pension Fund for the purposes of the IAS19 valuation is
complete and accurate;

•

Test payroll transactions at the Combined Authority to provide
assurance over the pension contributions which are deducted
and paid to the Pension Fund by the Combined Authority;

•

Review the appropriateness of the Pension Asset and Liability
valuation methodologies applied by the Pension Fund Actuary,
and the key assumptions included within the valuation. This will
include comparing them to expected ranges, utilising
information provided by PWC, consulting actuary engaged by
the National Audit Office;

•

Agree the data in the IAS 19 valuation report provided by the
Fund Actuary for accounting purposes to the pension
accounting entries and disclosures in the Combined Authority’s
financial statements.

The valuation of the Local Government Pension
Scheme relies on a number of assumptions, most
notably around the actuarial assumptions, and
actuarial methodology which results in the
Combined Authority’s overall valuation.
There are financial assumptions and demographic
assumptions used in the calculation, such as the
discount rate, inflation rates and mortality rates.
The assumptions should also reflect the profile of
the Combined Authority’s employees, and should
be based on appropriate data. The basis of the
assumptions is derived on a consistent basis year
to year, or updated to reflect any changes.
There is a risk that the assumptions and
methodology used in valuing the Combined
Authority’s pension obligation are not reasonable or
appropriate to the Combined Authority’s
circumstances. This could have a material impact
to the net pension liability
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5.

VALUE FOR MONEY

Our approach to Value for Money
We are required to form a conclusion as to whether the Combined Authority has made proper arrangements for securing economy,
efficiency and effectiveness in its use of resources. The NAO issues guidance to auditors that underpins the work we are required to carry
out, and sets out the overall criterion and sub-criteria that we are required to consider.
The overall criterion is that, ‘in all significant respects, the Combined Authority had proper arrangements to ensure it took properly
informed decisions and deployed resources to achieve planned and sustainable outcomes for taxpayers and local people.’
To assist auditors in reaching a conclusion on this overall criterion, the following sub-criteria are set out by the NAO:
• informed decision making;
• sustainable resource deployment; and
• working with partners and other third parties.

A summary of the work we undertake to reach our conclusion is provided below:
Risk mitigation work

Risk assessment

Other procedures

NAO Guidance

Consider the work of regulators

Sector-wide issues
Your operational and business
risks

Planned procedures to mitigate
the risk of forming an incorrect
conclusion on arrangements

Consider the Annual
Governance Statement
Consistency review and reality
check

Knowledge from other audit work

Significant Value for Money risks
The NAO’s guidance requires us to carry out work at the planning stage to identify whether or not a Value for Money (VFM) exists. Risk,
in the context of our VFM work, is the risk that we come to an incorrect conclusion rather than the risk of the arrangements in place at the
Combined Authority being inadequate. As outlined above, we draw on our deep understanding of the Combined Authority and its partners,
the local and national economy and wider knowledge of the public sector.
For the 2018/19 financial year, we have identified the following significant risk to our VFM work :
Description of significant risk

Planned response

Governance Arrangements – Our initial risk assessment noted the lack of risk
management arrangements in place during 2017/18 and the quoracy issues of
the Combined Authority key committees that resulted in an “except for” opinion
being issued in 2017/18. We are aware that the Combined Authority was working
to develop effective risk management arrangements and approved a risk
management strategy and risk register in May 2018.
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6.

FEES FOR AUDIT AND OTHER SERVICES

Fees for work as the Combined Authority’s appointed auditor
At this stage of the audit we are not planning any divergence from the scale fees set by PSAA as communicated in our fee letter of 25
April 2018.
2017/18 fee

Service

KPMG

Code audit work

£47,187

2018/19 fee
£36,334

Fees for non-PSAA work

We have not been engaged by the Combined Authority to carry out any additional work over and above the audit of the Combined
Authority’s statutory audit. Should we be engaged to undertake any additional work we will consider whether there are any actual,
potential or perceived threats to our independence. Further information about our responsibilities in relation to independence is provided in
section 8.
Services provided to other entities within the Combined Authority Group
We were also appointed by PSAAA to perform the external audit of Merseytravel for the year to 31 March 2019 where the fee for Code
audit work is £29,121.
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7.

OUR COMMITMENT TO INDEPENDENCE

We are committed to independence and are required by the Financial Reporting Council to confirm to you at least annually, in writing, that
we comply with the Financial Reporting Council’s Ethical Standard. In addition, we communicate any matters or relationship which we
believe may have a bearing on our independence or the objectivity of the audit team.
Based on the information provided by you and our own internal procedures to safeguard our independence as auditors, we confirm that in
our professional judgement there are no relationships between us and any of our related or subsidiary entities, and you and your related
entities creating any unacceptable threats to our independence within the regulatory or professional requirements governing us as your
auditors.
We have policies and procedures in place which are designed to ensure that we carry out our work with integrity, objectivity and
independence. These policies include:
•

all partners and staff are required to complete an annual independence declaration;

•

all new partners and staff are required to complete an independence confirmation and also complete computer-based ethics training;

•

rotation policies covering audit engagement partners and other key members of the audit team;

•

use by managers and partners of our client and engagement acceptance system which requires all non-audit services to be approved
in advance by the audit engagement partner.

We confirm, as at the date of this document, that the engagement team and others in the firm as appropriate, and Mazars LLP are
independent and comply with relevant ethical requirements. However, if at any time you have concerns or questions about our integrity,
objectivity or independence please discuss these with Gareth Hitchmough in the first instance.
Prior to the provision of any non-audit services Gareth Hitchmough will undertake appropriate procedures to consider and fully assess the
impact that providing the service may have on our auditor independence.
Any emerging independence threats and associated identified safeguards will be communicated in our Audit Completion Report.
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8.

MATERIALITY AND MISSTATEMENTS

Summary of initial materiality thresholds
Group

Combined Authority–
Single entity
materiality

Overall materiality

£6,754,000

£4,953,000

Performance materiality

£4,755,000

£3,467,000

£204,000

£149,000

Threshold

Trivial threshold for errors to be reported to the Audit Committee

Materiality
Materiality is an expression of the relative significance or importance of a particular matter in the context of financial statements as a
whole. Misstatements in financial statements are considered to be material if they, individually or in aggregate, could reasonably be
expected to influence the economic decisions of users taken on the basis of the financial statements.
Judgements on materiality are made in light of surrounding circumstances and are affected by the size and nature of a misstatement, or a
combination of both. Judgements about materiality are based on consideration of the common financial information needs of users as a
group and not on specific individual users.
The assessment of what is material is a matter of professional judgement and is affected by our perception of the financial information
needs of the users of the financial statements. In making our assessment we assume that users:
•

have a reasonable knowledge of business, economic activities and accounts;

•

have a willingness to study the information in the financial statements with reasonable diligence;

•

understand that financial statements are prepared, presented and audited to levels of materiality;

•

recognise the uncertainties inherent in the measurement of amounts based on the use of estimates, judgement and the consideration
of future events; and

•

will make reasonable economic decisions on the basis of the information in the financial statements.

We consider materiality whilst planning and performing our audit based on quantitative and qualitative factors.
Whilst planning, we make judgements about the size of misstatements which we consider to be material and which provides a basis for
determining the nature, timing and extent of risk assessment procedures, identifying and assessing the risk of material misstatement and
determining the nature, timing and extent of further audit procedures.
The materiality determined at the planning stage does not necessarily establish an amount below which uncorrected misstatements, either
individually or in aggregate, will be considered as immaterial.
We revise materiality for the financial statements as our audit progresses should we become aware of information that would have caused
us to determine a different amount had we been aware of that information at the planning stage.
Our provisional materiality is set based on a benchmark of gross expenditure on the provision of services. We have calculated a headline
figure for materiality and have identified separate levels for procedures designed to detect individual errors, and also a level above which
all identified errors will be reported to the Audit Risk and Governance Committee.
We consider that gross expenditure at the provision of services remains the key focus of users of the financial statements and, as such,
we base our materiality levels around this benchmark.
We expect to set a materiality threshold at [x%] of4.[insert
benchmark].
Significant
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8.

MATERIALITY AND MISSTATEMENTS (CONTINUED)

We have set our materiality threshold at 1.8% of the benchmark based on the 2017/18 audited financial statements and we anticipate the
overall materiality for the 2018/19 to be £6.754 million for the audit of the Group financial statements and £4.953 million for the audit of
the Combined Authority’s single entity financial statements.
After setting initial materiality, we continue to monitor materiality throughout the audit to ensure that it is set at an appropriate level.
Performance Materiality
Performance materiality is the amount or amounts set by the auditor at less than materiality for the financial statements as a whole to
reduce, to an appropriately low level, the probability that the aggregate of uncorrected and undetected misstatements exceeds materiality
for the financial statements as a whole. Our initial assessment of performance materiality is based on low inherent risk, meaning that we
have applied 70% of overall materiality as performance materiality. This also takes account of the fact that 2018/19 is the first year that the
Combined Authority is audited by Mazars.
Specific items of lower materiality
We have also calculated materiality for specific classes of transactions, balances or disclosures where we determine that misstatements
of a lesser amount than materiality for the financial statements as a whole, could reasonably be expected to influence the decisions of
users taken on the basis of the financial statements. We have set specific materiality for the following items of account:
- Officer remuneration Bandings - £5,000 ((reflecting the published salary bandings)
- Related Party transactions – To be confirmed on receipt of draft financial statements
Misstatements
We aggregate misstatements identified during the audit that are other than clearly trivial. We set a level of triviality for individual errors
identified (a reporting threshold) for reporting to the Audit Risk and Governance Committee that is consistent with the level of triviality that
we consider would not need to be accumulated because we expect that the accumulation of such amounts would not have a material
effect on the financial statements. Based on our preliminary assessment of overall materiality, our proposed triviality threshold is
£204,000 for the Group and £149,000 for the Combined Authority single-entity financial statements based on 3% of overall materiality.
Reporting to the Audit Risk and Governance Committee
To comply with International Standards on Auditing (UK), the following three types of audit differences will be presented to the Audit
Committee:
•

summary of adjusted audit differences;

•

summary of unadjusted audit differences; and

•

summary of disclosure differences (adjusted and unadjusted).
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APPENDIX A – KEY COMMUNICATION POINTS
ISA (UK) 260 ‘Communication with Those Charged with Governance’, ISA (UK) 265 ‘Communicating Deficiencies In Internal Control To
Those Charged With Governance And Management’ and other ISAs (UK) specifically require us to communicate the following:
Required communication

Audit Strategy
Memorandum

Our responsibilities in relation to the audit of the financial statements and our wider
responsibilities



Planned scope and timing of the audit



Significant audit risks and areas of management judgement



Our commitment to independence



Responsibilities for preventing and detecting errors



Materiality and misstatements



Fees for audit and other services



Audit Completion
Report




Significant deficiencies in internal control



Significant findings from the audit



Significant matters discussed with management



Our conclusions on the significant audit risks and areas of management judgement



Summary of misstatements



Management representation letter



Our proposed draft audit report



1. Engagement and
responsibilities

18

2. Your audit
team

3. Audit scope

4. Significant
risks and key
judgements

5. Value for
Money

Page 42

6. Fees

7.
Independence

8. Materiality
and
misstatements

Appendices

APPENDIX B – FORTHCOMING ACCOUNTING AND OTHER
ISSUES
Changes relevant to 2018/19
IFRS 9 Financial Instruments - the standard replaces IAS 39 and introduces significant changes to the recognition and measurement of
the Combined Authority’s financial instruments, particularly its financial assets.
Although the accounting changes may be complex and may require the reclassification of some instruments, it is likely that Merseytravel
will continue to measure the majority of its financial assets at amortised costs.
For organisations that hold instruments that will be required to be measured at fair value under the new standard, there may be instances
where changes in these fair values are recognised immediately and impact on the general fund. At this stage it is unclear whether
statutory provisions, over and above those already in place, will be put in place to mitigate the impact of these fair value movements on
the general fund balance held by the Combined Authority.
IFRS 15 Revenue from Contracts with Customers - the 2018/19 Code also applies the requirements of IFRS 15, but it is unlikely that this
will have significant implications for most local authorities.
There are no other significant changes to the Code of Practice on Local Authority Accounting (the Code) for 2018/19.
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Agenda Item 6
LIVERPOOL CITY REGION COMBINED AUTHORITY
To:

The Chair and Members of the Audit & Governance
Committee

Meeting:

23 January 2018

Authority/Authorities Affected:

All

EXEMPT/CONFIDENTIAL ITEM: No

REPORT OF THE STATUTORY MONITORING OFFICER
GOVERNANCE UPDATE

1.

PURPOSE OF REPORT

1.1

The report is to:
 Inform members of the work being undertaken to update the Liverpool City
Region Combined Authority (LCRCA) Constitution.
 To seek volunteers for a task and finish (LCRCA) Constitution working group.
 To ask Members to consider a range of information management policies
and recommend these to the next LCRCA meeting.
 To appoint an officer to the position of Senior Information Risk Owner for the
LCRCA.
 To ask members to consider the draft Confidential Reporting/Whistleblowing
policy and to recommend this to the next Combined Authority meeting.

2.

RECOMMENDATIONS

2.1

It is recommended that the Liverpool City Region Combined Authority:
(a) Note the work being undertaken to update the LCRCA Constitution
(b) Agree membership of a task and finish working group to consider proposed
revisions to the LCRCA Constitution
(c) Consider the information management policies and arrangement and
recommend their adoption to the LCRCA (Appendices 1, 2 and 3).
(d) Recommend to the LCRCA the appointment of John Fogarty, as the Senior
Information Risk Owner for the LCRCA.
(e) Consider the draft Confidential Reporting/Whistleblowing Policy and to
recommend its adoption to the LCRCA (Appendix 4).
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3.

BACKGROUND

Constitution
3.1

Members will be aware that a revised LCRCA Constitution was presented to and
agreed by the LCRCA in May 2018 (the May 2018 version). This May 2018 version
of the Constitution represented a significant change to its predecessor. Officers
and the LCRCA as an entity have now had the opportunity to work with the May
2017 version of the Constitution.

3.2

An important role for a Monitoring Officer is to ensure that the Constitution is up to
date, relevant and represents the reality of the entity of the LCRCA. To that end,
work has been undertaken to liaise with the senior management team of the
LCRCA to ascertain which parts of the Constitution are supportive or otherwise of
their functions, responsibilities and operational requirements.

3.3

In bringing this research to a conclusion, member’s assistance is sought. Primarily
volunteer members are sought for a small working group which will consider the
work undertaken to date on the Constitution.
It is anticipated that a brief task and finish group will be required with a circa 1-3
meeting commitment in the months of February/early March. The outcomes of the
task and finish group will then be reflected in a report to be considered by the next
Audit and Governance Committee which is due to take place on 20 March 2018.

3.4

In terms of membership of the task and finish group it would be helpful to have
views from across the political spectrum. It would also be helpful to officers if the
membership could include a LCRCA member so as to ensure that the views of the
leadership can be understood and incorporated into the LCRCA Constitution as it is
being edited and developed.

Information Management
3.5

Further as the LCRCA evolves as an entity it is important that it has in place a
range of information management policies and considerations. To that end the
LCRCA’s Publication Scheme (Appendix 1) is attached for consideration prepared
in accordance with freedom of information legislation requirements. An internal audit
carried out has recommended that this is formally adopted by the CA. Consideration
by this Committee will be the first step on this journey to adoption by the CA.

3.6

In addition the Committee is asked to note that the LCRCA is supported by a range
of arrangements in place for information management within Merseytravel. These
include a Merseytravel’s Information Management Group (IMG) and it is considered
appropriate for this group to take on responsibility for LCRCA information matters.
As you would expect Merseytravel already has in place policies that will be suitable
with limited adaption to the LCRCA needs and requirements. A copy the IMG
Annual Report for 2017/18 (Appendix 2) is attached to demonstrate the work that is
undertaken for Merseytravel.

3.7

There are a range of policies that currently exist for Merseytravel and it is proposed
with a little adaption that these be applied to the LCRCA. The list of those policies
is contained in the Information Management Policy Framework (Appendix 3).
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Copies of the policies have been circulated to members of the Committee
electronically, published as part of this agenda and can be made available to all
members manually if requested.


















3.8

CCTV Code of Practice
Data Protection policy
FOI and EIR policy
IMG Terms of Reference
Information Asset Register
Information Security Incident Management Protocol
IT Acceptable Use Policy
IT Security Policy
Media Policy for Staff
Mobile Device Acceptable Use Policy
PCIDSS policy
Publication Scheme
Records Management Policy and Procedures
Records Retention Schedule and Guidance
Social Media Policy
Data Protection Impact Assessment Guidance and Template
Guest W-Fi Procedure
Third Party Access Agreements and Data Sharing Template

Members will recall that at a meeting of the LCRCA on 29 June 2018 LCRCA
meeting approved the appointment of Andy Henderson (Senior Information
Management Officer (SIMO) in Merseytravel’s Legal department) as Statutory Data
Protection Officer for the LCRCA. The SIMO also has responsibility for ensuring
Merseytravel and the CA’s records management procedures and compliance with
the Freedom of Information Act 2000, the Environmental Information Regulations
2004, the Local Government Transparency Code 2015 and requests under the
Accounts and Audit Regulations 2015.
The Committee may also be interested to know that, in accordance with the recently
revised Freedom of Information Code of Practice, statistics for how the CA has
handled FOI requests are now published. These are on the revamped LCRCA
website at this link https://www.liverpoolcityregion-ca.gov.uk/governance/policydocuments/#freedom-of-information
The CA received more requests (21) in the first three reporting quarters of 2018/19
than in the entirety of 2017/18 (17), reflecting the increased public awareness of the
LCRCA work. All requests have been responded to on time.

3.9

In addition and to benefit from the information management arrangements that
Merseytravel has in place, it is proposed that John Fogarty be formerly appointed to
the role of Senior Information Owner (SIRO).

3.10

In recognition of the current constitution, there are no arrangements in place for the
Audit and Governance Committee to agree such corporate policies as the
information management policy or to appoint individuals to the key positions
required to manage information processes and procedures within the LCRCA. To
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that end the considerations by this Audit and Governance Committee will be duly
referred to a meeting of the LCRCA for final sign off.
3.11

It is anticipated that the future revised constitution will also consider the terms of
reference for the Audit and Governance Committee. It will determine, through the
process outlined above, whether it will be appropriate for the Audit and Governance
Committee to have delegated authority to agree such items in the future on behalf
of the LCRCA.

Confidential Reporting/Whistleblowing
3.12

It is also important for the LCRCA to have in place its own Confidential
Reporting/Whistleblowing policy. The need for this has become greater since an
increased number of staff have been appointed to work directly for the LCRCA.
Similarly to the information management arrangements it is proposed that the
Confidential Reporting/Whistleblowing policy adopted mirror as far as possible the
one adopted by Merseytravel. The proposed Confidential Reporting/Whistleblowing
policy is attached for consideration (Appendix 3) and if agreeable recommendation
on to the LCRCA meeting.

3.13

The Confidential Reporting/Whistleblowing Policy is one of a suite of counter-fraud
policies. Further counter-fraud policies will be submitted for approval in due course.

4.

RESOURCE IMPLICATIONS

4.1

Financial
None arising from the contents of this report.

4.2

Human Resources
None arising from the contents of this report.

4.3

Physical Assets
None arising from the contents of this report.

4.4

Information Technology
None arising from the contents of this report.

5.

RISKS AND MITIGATION

5.1

Updating the LCRCA constitution in the way proposed ensures that it is up to date,
reflects the reality in terms of governance of the LCRCA and allows both the Audit
and Governance Committee and LCRCA members to consider it in advance of
adoption. Similarly consideration and onward recommendation of both the
information management policies and arrangements and the Confidential
Reporting/Whistleblowing policy will ensure that appropriate governance is in place.
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6.

EQUALITY AND DIVERSITY IMPLICATIONS

6.1

None arising from the contents of this report.

7.

COMMUNICATION ISSUES

7.1

Once agreed a revised and updated constitution will be included on the website for
the LCRCA. Where appropriate and necessary, information governance information
and Confidential Reporting/Whistleblowing policy will also be included on the
website.

8.

CONCLUSION

8.1

The report:





commends an approach to revising the LCRCA constitution including the
establishment of a task and finish group drawn from members of the Audit
and Governance Committee.
requests that certain policies and information management arrangements be
adopted ultimately by the LCRCA.
requests that an individual officer be appointed to the position of SIRO for the
LCRCA.
Requests that a Confidential Reporting/Whistleblowing report be adopted for
the LCRCA.

JILL COULE
Chief Legal Officer & Monitoring Officer

Contact Officer(s):
Jill Coule, Chief Legal Officer & Monitoring Officer, 0151 330 1855
Andrew Henderson, Senior Information Management Officer, Merseytravel, 0151 330 1679
Dave Knott, Audit Manager, Merseytravel, 0151 330 1122
Appendices:
Appendix One –
Appendix Two –
Appendix Three Appendix Four -

LCRCA Publication Scheme
LCRCA IMG Annual Report 2017/18
Information Management Policy Framework
Draft Confidential Reporting/Whistleblowing Policy

Background Documents:
Nil
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APPENDIX 1

Publication Scheme

Document Title
Document Owner
Author
Created Date
Review Date

Publication Scheme
Information Management Group
Andy Henderson
October 2018
October 2020

This document is the property of the Liverpool City Region Combined
Authority. It may not be reproduced or used for any other purpose than that
for which it is supplied without the written permission of the Combined
Authority.
Uncontrolled when printed – for latest version please check OnePlace or the
Combined Authority website
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What is a Publication Scheme?
The Freedom of Information Act 2000 (commonly referred to as ‘FOI’) is designed to
increase transparency and accountability in the public sector by granting access to
recorded information held by public bodies, such as the Liverpool City Region
Combined Authority (‘the Combined Authority’).
One of the requirements of FOI is that public authorities should provide a guide for
the information they publish. This is called a ‘Publication Scheme’, and sets out




the classes of information which they publish or intend to publish;
the manner in which the information will be published; and
whether the information is available free of charge or on payment.

The Combined Authority’s Publication Scheme consists of information already
published and held by us. That means that all information in our Publication Scheme
is either available for you on our website, from our offices or by contacting us.
1. Who We Are and What We Do
The Combined Authority was established on 1st April 2014 under the Local
Democracy, Economic Development and Construction Act 2009, bringing devolved
powers and functions to the region.
The Combined Authority’s area is that covered by the local government areas of the
principal councils of Halton, Knowsley, Liverpool, Sefton, St. Helens and Wirral.
The Combined Authority is a local authority in its own right. It has eight members,
being





a directly elected Mayor;
a councillor (elected member) appointed by each of the ‘Constituent Councils’,
being the principal councils for Halton, Knowsley, Liverpool, Sefton, St.
Helens and Wirral; and
a member, who is non-voting, appointed by the Local Enterprise Partnership.

Documents such as the Combined Authority constitution, the Liverpool City Region
Devolution Agreement and Key Decisions can be found at this link.
Details of Lead Officers, Portfolio Holders, Councillors & Mayoral Advisors can be
found at this link.
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The Combined Authority’s Chief Executive and Head of Paid Service is Frank
Rogers.
The Directors of the Combined Authority are






Mark Bousfield (Director of Commercial Development & Investment)
Liz Chandler (Director of Corporate Development)
John Fogarty 9Director of Corporate Services)
Mick Noone (Director of Integrated Transport)
Kirsty Pearce (Director of Policy & Strategic Commissioning)

Constituent bodies
The Liverpool City Region Combined Authority is made up of the City Region’s 6
local authorities:
 Halton Borough Council
 Knowsley Council
 Liverpool City Council
 St. Helens Council
 Sefton Council
 Wirral Borough Council
These bodies, along with the Liverpool City Region Local Enterprise Partnership,
have a long history of working together to further develop the economic prosperity of
the Liverpool City Region.
In addition, West Lancashire Council and Warrington Council are Associate
Members of the Combined Authority by virtue of decision of the Combined Authority
on 19th September 2014, which can be viewed at this link.
Further information can be found on the What We Do section of this website at this
link.
Contact us
You can contact us in a number of ways:Email: info@liverpoolcityregion-ca.gov.uk
Freedom of Information: FOI@liverpoolcityregion-ca.gov.uk
Data Protection: DPO@merseytravel.gov.uk
Via out website: http://liverpoolcityregion-ca.gov.uk/contact-us
In writing: Liverpool City Region Combined Authority, Mann Island, PO Box 1976,
Liverpool, L69 3HN
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Telephone: 0151 330 1467
Twitter: @LpoolCityRegion
2. What We Spend and How We Spend It
The Combined Authority publishes its Statement of Accounts and Revenue Budget,
both current and historic, on our website at the links below.
Budget for the Combined Authority
Budget information for the forthcoming year can be found in reports of the Combined
Authority at this link.
Such reports are routinely discussed at the February meeting.
Annual Accounts for 2017/18 for the Combined Authority
Annual Accounts
Annual Audit
LCRCA Annual Audit Letter 2017-18
Financial monitoring reports
Quarter 3 2017/18
Annual Accounts for 2016/17 for the Combined Authority
Annual Accounts
External Audit Report
Annual Accounts for 2015/16 for the Combined Authority
Annual Accounts
Annual Accounts for 2014/15 for the Combined Authority
Annual Accounts
Expenditure
Due to the way in which the Combined Authority’s finances are administered, details
of expenditure over £500 are currently published with Merseytravel data at this link.
Combined Authority expenditure can be identified in the data by the ‘CA’ prefix in the
Subjective Code and Cost Centre Code columns.
Procurement of services is managed on behalf of the Combined Authority by
Merseytravel. Public tender opportunities are advertised and managed through The
Chest.
G:\FOI\Publication Scheme\CA PublicationPage
Scheme

54

Details of contracts that have already been awarded can be found on the Contract
Register under Merseytravel.
3. What Our Priorities Are and How We Are Doing
Details of our strategies and business plans for the services we provide to our
communities can be found by this link.
Reports indicating service provision and performance assessments, as well as
reports by external inspectors and statistical information are regularly considered by
the Combined Authority’s various committees, which can be found at this link.
Details of the Combined Authority’s compliance with requests under the Freedom of
Information Act can be found at this link.
4. How We Make Decisions
The Combined Authority holds regular meetings to review our progress and to shape
our future work.
Dates, times, minutes and agenda packs of Combined Authority meetings, including
the Appointments & Disciplinary Committee the Audit & Governance Committee, the
Overview & Scrutiny Committee and the Transport Committee, can be found at this
link .
These meetings are all open to the public1 and are held in the Authority Chamber at
No.1 Mann Island, Liverpool, L3 1BP.
Details of any public consultation exercises will be published on the Combined
Authority’s website and those of relevant partners, and will be promoted by the
Combined Authority through the media.

1

Please note that some items of business are exempt under the Local Government
Act 1972 due to their sensitivity. During these discussions the public will be asked to
leave the Authority Chamber and the details of these matters will not be available in
the public version of the meeting’s minutes and agenda packs.
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5. Our Policies & Procedures
The policies and procedures we use to deliver our services and carry out our
responsibilities can be found on the Policy Documents page of this website at this
link.
Details of how we process your personal information can be found on the
corresponding pages throughout our websites, such as here and here.
6. Lists & Registers
This class contains information about lists and registers available to the public.
The assets of the Combined Authority can be found here.
A register of each councillor’s financial and other interests is outlined on
each councillors’ information page.
A register of gifts and hospitality for councillors is available on request by contacting
our Committee Services Manager, Trudy Bedford
(trudy.bedford@liverpoolcityregion-ca.gov.uk).
7. The Services We Offer
The Combined Authority provides transparent and accountable strategic decision
making for





economic development,
transport,
strategic housing and
employment and skills functions.

We are focused entirely on strategic governance to facilitate economic growth.
More information on our services can be found throughout this website, including
What We Do and Policy Documents pages, while updates on our work are published
on our News page.
Fees & Charges
Information will be provided free where possible, however, in some cases a charge
will be made to cover administration and disbursement costs. If the information can
be and is supplied electronically no charges will be levied. Those items which are
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commercially available will attract the relevant charge, but there may also be
occasions where the following charges will apply:




Photocopying charges of 10p per page plus an administration fee plus
postage.
The fees of external printers where the Combined Authority does not have the
equipment to copy large items.
Staff time in locating or retrieving information at an hourly rate as determined
by the Secretary of State under FOI (£25 per hour).

Requests for Other Information
There may be times when you require information that is not covered by this
Publication Scheme.
The General Data Protection Regulation (GDPR) and Data Protection Act 2018
(DPA) grant certain rights to any information held by the Combined Authority that
relates to you. You will be required to provide proof of your identity and state the
information you are interested in receiving. The Combined Authority has one
calendar month to provide you with a response.
Similarly, the Combined Authority must also consider any requests from third parties
for the disclosure of personal data in line with the GDPR and DPA, such as when it is
required for criminal investigations or legal proceedings. Disclosure will only take
place if we are satisfied that it is strictly necessary for those purposes.
For further details, or to make a request, please contact DPO@merseytravel.gov.uk
or write to:
Senior Information Management Officer
Merseytravel
PO Box 1976
Liverpool
L69 3HN
Under the Freedom of Information Act 2000 you have the right to ask for recorded
information held by the Combined Authority. There are certain reasons why some
information may not be able to be provided, such as commercial sensitivity, or if it
contains someone else’s personal information, but the Combined Authority will
provide the information it is able to within 20 working days. Reasons will be provided
if information cannot be supplied for any reason.
In order for a request to be valid under FOI, it must meet the following conditions:
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be in writing;
state your name and address so we can respond to your request; and
describe the information being requested

In some circumstances a fee may be payable, such as for postage, but in the
majority of cases you will receive the information free of charge.
FOI limits the cost that a public body can spend responding to an enquiry to £600 for
central government and £450 for all other authorities (such as the Combined
Authority). This is calculated at a rate of £25 per hour of officer work, meaning that
for the Combined Authority the limit for responding to a request is 18 total hours.
The following activities can be taken into account when calculating this total:





determining whether the requested information is held
locating the information within the organisation
retrieving the document(s) that hold the information
extracting the requested information from the original document

Any time spent redacting sensitive information or considering the application of any
exemptions does not count towards this total.
While there is no obligation for a public body to respond if it is estimated that this
limit will be exceeded, they may choose to issue a fees notice for the required extra
work at this same rate (e.g. if a request would take 20 hours of work, the first 18
hours would be free, but the extra two hours would cost £50). If this is offered, it
would be up to you to decide if you would like this work carried out.
If your request is for information relating to the environment it will be dealt with in
accordance with the Environmental Information Regulations 2004 (EIR). These
are broadly similar to FOI, but differ slightly when it comes to thinks like reasons why
certain information cannot be released. When appropriate, this will be explained to
you in our response.
For further details, or to make a request under FOI or EIR, please contact
FOI@liverpoolcityregion-ca.gov.uk or write to:
Senior Information Management Officer
Merseytravel
PO Box 1976
Liverpool
L69 3HN
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The information available under the Publication Scheme will be provided in other
forms and formats upon request, where it is reasonable to do so.
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2017/18
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1.

The Role of the Information Management Group

The Information Management Group (IMG) was established in July 2015 as a
sub-group of the Primary Assurance & Risk Group (PARG) to ensure that
Merseytravel’s legal obligations in respect of Data Protection and Freedom of
Information are met and that risks associated with information governance are
appropriately managed.
IMG’s Terms of Reference were last reviewed and approved by Merseytravel
(the Executive) in January 2017 and define the responsibilities of the group
follows : The implementation or the monitoring of the implementation of any
recommendations made in Internal or External Audit Reports relating to
matters of Information Governance;
 Development and maintenance of an Information Management Policy
Framework which is underpinned by a cohesive suite of policies and
procedures in relation to information management, security and
governance across Merseytravel;
 Development and maintenance of an Information Risk Register;
 Providing a forum for the sharing of best practice and discussing and
resolving operational issues brought by group members / officers;
 Development and maintenance of an Information Management
information page on the corporate intranet (OnePlace);
 Development and delivery of Information Management training and
raising awareness through, for example, e-bulletins, e-learning,
induction and refresher training;
 Updating and reporting activity / concerns and emerging risks to the
Primary Assurance & Risk Group / SIRO / Merseytravel (the Executive)
and the Audit, Risk & Governance Board when required / appropriate;
 Establishment and maintenance of the Merseytravel Publication
Scheme;
 Development and maintenance of a Merseytravel Retention Schedule
for the retention and destruction of data, in accordance with Local
Government Classification Scheme (LGCS) guidance;
 Maintaining up-to-date knowledge of legislative requirements in respect
of information security, cyber-security, etc and responding to the
effects of new Government initiatives and new legislation/regulations
as appropriate;
 Liaison with the SIRO / DPO and the Information Commissioner in
respect of correspondence, complaints and / or data breaches;
 Monitor FOI / EIR / subject access / CCTV requests and compliance
with legislative requirements in response to such requests; and
 Develop and implement a formal process in respect of third party
access and information sharing to ensure that all partners, contractors
and suppliers comply with the Merseytravel security policies.
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2

IMG aligns its meetings to precede the bi-monthly meetings of PARG and
meets every eight weeks. Meetings are chaired by the Senior Information Risk
Owner (SIRO) and in the absence of the SIRO, the Deputy SIRO chairs the
meeting.
IMG provide an update report on activity to PARG as a standard agenda item
and additional reporting on specific issues as / if requested by PARG, the
SIRO, the Audit, Risk & Governance Board, individual Directors or the
Executive (Merseytravel). PARG will provide regular updates to the Executive
(Merseytravel).
This Annual Report will be presented to both Merseytravel and the
Merseytravel Audit, Risk & Governance Board.
2.

IMG Membership 2017/18

•
•
•
•
•
•
•
•
•
•
•

The Director of Resources (SIRO)
The Head of Internal Audit (Deputy SIRO)
The Head of IT
The Head of Legal, Democratic Services & Procurement
The Senior Information Management Officer
The Head of People & Customer Development
The Head of Policy & LTP Development
Corporate Communications Manager
Police Operations Manager
IT Governance Officer
The Head of Customer Delivery

3.

Summary of work undertaken in 2017/18

A summary of the activities of IMG during the year are detailed in Table 1
below:
TABLE 1

MEETING DATE
24 May 2017

DETAILS OF BUSINESS
- Information Management
Policy Framework
- FOI Disclosure Log
-

-

Data Intelligence Project
Update Report
GDPR Sub-Group
Information Breach –
Concessionary Travel
Application
Information Risk Register
Internal Audit Reports –
Summary Report
Quarter 4 FOI Report
(2016/17)
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ATTENDEES
Stephanie Donaldson
Gary Evans
Louise Outram
Alastair Ramsay
Ian Hawkins
Andrew Henderson
Sue Twidale
Colin Moneypenny
Katriona Lloyd

3

-

-

Issues Bulletin
Information Management
Policy Framework –
Information Security Incident
Protocol: Update
Data Intelligence Project –
Update
Rail Data Feasibility StudyUpdate
GDPR Sub-Group- Update
PCI Sub-Group Update

-

Information Asset Register
Information Risk Register

-

Internal Audit Reports –
Summary Report Q1 2017/18

-

Quarter 1 FOI Report
(2017/18)
Issues Bulletin

17 July 2017

-

-

Information Governance
Internal Audit (SIAS) FollowUp review update

-

-

Information Management
Policy Framework
Information Security Incident
Protocol: Update
Publication Scheme
Data Intelligence Project –
Update
GDPR Sub-Group- Update
PCI Sub-Group Update
IT service notifications

-

Information Risk Register

-

Internal Audit Reports –
Summary Report Q2 2017/18
Information Governance
Internal Audit (SIAS) FollowUp Report
Off-site Storage – Audit
Report
Issues Bulletin

22 September
2017

-

-

22 November
2017

-

Information Management
Policy Framework
Information Security Incident
Protocol
Data Intelligence Project
GDPR Sub-Group- Update &
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Stephanie Donaldson
Liz Storey
Carole Carroll
Alastair Ramsay
Ian Hawkins
Andrew Henderson
Sue Twidale
Liam Phelan
Stephen Littler
Paul Johnson

Stephanie Donaldson
Andrew Henderson
Louise Outram
Carole Carroll
Alastair Ramsay
Gary Evans
Liz Storey
Ian Hawkins
Sue Twidale

Stephanie Donaldson
Gary Evans
Ian Hawkins
Andrew Henderson
Louise Outram
Jo Sawyer (in place of

4

-

17 January 2018
-

-

-

14 March 2018
-

-

Action Plan
PCI Sub-Group Update
Off-Site Storage Sub-Group
TORs and Action Plan
IT Service Notifications –
Update
Information Risk Register

Liz Storey from this point
onwards)
Anthony Tierney
Sue Twidale
Katriona Lloyd
Paul Collins

FOI Quarterly Stats Report
(Q2)
Issues Bulletin
Information Management
Policy Framework
Data Intelligence Project
Update
GDPR Sub-Group- Update:
Update / ICO selfassessment outcome &
Action Plan
Data Protection Impact
Assessment – Draft
Fair Processing Notice
template – Draft
PCI Sub-Group Update
Off-Site Storage Sub-Group
Update
Updated Action Plan

Stephanie Donaldson
Carole Carroll
Ian Hawkins
Andrew Henderson
Louise Outram
Alistair Ramsey
Jo Sawyer
Anthony Tierney
Sue Twidale
Colin Moneypenny

Briefing Note: Next Steps
Template / Guidance for
storage requests
IT Service Notifications –
Update
Information Risk Register
FOI Quarterly Stats Report
(Q3)
Audit Reports – Information
Management Issues arising
(Q3)
Issues Bulletin
Information Management
Policy Framework
Request from ARG Board –
Information Governance
Policy development
GDPR Sub-Group- Update &
Action Plan
PCI Sub-Group Update
Off-Site Storage Sub-Group
Update
IMG Terms of Reference &
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Stephanie Donaldson
Gary Evans
Ian Hawkins
Louise Outram
Alastair Ramsay
Joanna Sawyer
Sue Twidale
Liam Phelan

5

-

Membership 2018/19
IMG Annual Report 2017/18
(for agreement)
11KBW Law Conference –
Feedback
IT Service Notifications –
Update
Information Risk Register
Issues Bulletin
Stephanie Donaldson
Gary Evans
Liam Phelan
Andy Henderson
Louise Outram
Alastair Ramsay
Sue Twidale
Paul Hart

During the year, the Group established or maintained overview of three subgroups as follows:
 PCI Sub-Group;
 GDPR Sub-Group; and
 Off-Site Storage Sub-Group.
Sub-group terms of reference are attached at Appendix 1. IMG also maintain
an oversight and support role to the Data Intelligence and Review project, led
by the Policy and Performance team, which was previously a workstream of
the Support Services Transformation Project (SSTP).
4. Key Achievements of IMG in 2017/18







Facilitating data protection training across the business,
delivered by the Senior Information Management Officer;
Development and maintenance of a comprehensive information
management policy framework;
Leading on General Data Protection Regulations (GDPR)
readiness;
Undertaking a significant piece of work in relation to the off-site
storage facility and the volume and cost of the documentation
held therein and associated GDPR and data protection
implications.
Establishing a Disclosure Log of responses to Freedom of
Information requests on Merseytravel’s website

5. Looking Forwards
The key focus of the IMG during 2018/19 will be to build upon the work
completed during 2017/18 to embed and maintain effective information
risk management arrangements and appropriate overview of legislative
compliance.
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Future considerations and challenges for 2018/19 include:





Ensuring GDPR compliance can be demonstrated in the lead up
to the implementation date of 25 May 2018;
Reducing the costs and risks associated with the off-site storage
facility;
Ensuring Level 1 PCI compliance following the roll-out of
contactless payments at the Mersey Tunnels;
To appraise PARG, Merseytravel and the Audit, Risk &
Governance Board in respect of information governance, risk
management and assurance.
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APPENDIX 1
INFORMATION MANAGEMENT GROUP
1. GDPR Sub Group
MEMBERSHIP & TERMS OF REFERENCE
Members:
Stephanie Donaldson – Head of Internal Audit / Deputy SIRO
Louise Outram – Head of Legal, Democratic Services & Procurement
Andy Henderson – Senior Information Management Officer
Ian Hawkins – IT Service Delivery Manager
Janet Roach – Customer Delivery Manager

Purpose:
1. To review GDPR requirements
2. To consider any relevant guidance and address issues thereunder.
3. To consider how GDPR impacts on Merseytravel and its services
4. To engage with relevant officers to effect introduction of GDPR compliant
practices and procedures.
5. To give guidance in respect of / amend any processes / procedures as
required.
6. To keep the purpose and composition of the Group under review.
7. To revert to IMG in respect of GDPR and readiness for compliance.

2. Off-Site Storage Sub Group
TERMS OF REFERENCE
Members:
Stephanie Donaldson – Head of Internal Audit (Chair)
Paul Collins – Principal Auditor (Technical)
Louise Outram – Head of Legal, Democratic Services & Procurement
Andy Henderson – Senior Information Management Officer
Al Ramsay – Head of People & Customer Development
Steve Carlile - Service Controller & Supervisor
Purpose:
1. To review the findings of the Internal Audit Report: Off-site Storage
(October 2017)
2. To provide a response to the recommendations contained therein as
follows:
 Suggested action
 Responsible Officer
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Implementation Date

3. To co-ordinate and facilitate implementation of the recommendations
outlined in the above Report.
4. To provide regular updates to the Information Management Group in
respect of:
 Actions ongoing and completed
 Information Management Risks arising and / or addressed
 Any other emerging / key issues or concerns
5. To keep the TOR’s / purpose of this Sub Group under review

3 .PCI Sub Group
MEMBERSHIP & TERMS OF REFERENCE
Members:
Ian Hawkins – IT Service Delivery Manager
Rachel Hellier – IT Solutions Architect
Gary Evans – Head of Customer Delivery
Sarah Johnston – Head of Finance
Paul Collins – Principal Auditor (Technical)
Andy Henderson – Senior Information Management Officer
Purpose:
To facilitate the PCI Self-Assessment Questionnaire process and ensure
compliance with the Payment Card Industry Data Security Standard (PCIDSS)
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APPENDIX 3

IMG Terms of Reference
Publication Scheme
Efficiency

Management

Compliance
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CCTV Code of Practice
Data Protection Impact
Assessment Guidance &
Template
Data Protection Policy
Fair Processing Notice Template
FOI & EIR Policy
PCI DSS Policy





Information
Management
Policy Framework

Information Asset Register
Information Risk Register
Records Management
Policy & Procedures

Quality

Security
Sharing







Guest Wi-Fi Protocol
Mobile Device Acceptable Use
Policy
Information Security Incident
Management Protocol
IT Acceptable Use Policy
IT Security Policy
Social Media Policy

IMPF January 2019






Media Policy for Staff
Third Party Access Agreements &
Data Sharing Templates
Data Protection Impact
Assessments Guidance &
Template



Record Retention Schedule &
Guidance
Records Management Policy &
Procedures
Key:
Black – In Place & Current
Red – Not In Place / Requires Review
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Document
CCTV Code of Practice
Data Protection Policy
FOI & EIR Policy
IMG Terms of Reference
Information Asset Register
Information Security Incident
Management Protocol
IT Acceptable Use Policy
IT Security Policy
Media Policy for Staff
Mobile Device Acceptable Use Policy
PCI DSS Policy
Publication Scheme
Records Management Policy &
Procedures
Record Retention Schedule &
Guidance
Social Media Policy
No End Date
Data Protection Impact Assessment
Guidance & Template
Fair Processing Notice Template
Guest Wi-Fi Protocol
Third Party Access Agreements &
Data Sharing Templates

IMPF January 2019

Date of Last Review
May 2018
May 2018
November 2018
January 2017
May 2018
May 2018

Date of Expiry
May 2020
May 2020
November 2020
January 2019
May 2020
May 2020

Status
In Place & Current
In Place & Current
In Place & Current
Requires Review
In Place & Current
In Place & Current

September 2017
November 2017
July 2018
September 2017
August 2017
September 2018
December 2018

April 2019
November 2018
July 2019
April 2019
January 2019
September 2020
December 2020

In Place & Current
Requires Review
In Place & Current
In Place & Current
Requires Review
In Place & Current
In Place & Current

March 2017

March 2020

In Place & Current

October 2016

October 2018

Requires Review

N/A

N/A

In Place & Current

N/A
August 2016
Templates held by Legal
Commercial Team

N/A
Not Stated
N/A

In Place & Current
In Place & Current
In Place & Current

MERSEYTRAVEL

Confidential Reporting
(Whistleblowing) Policy

Document Owner
Document Version
Approved By

Head of Internal Audit
v3.1
Merseytravel
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May 2016
2 March 2018
31 March 2021
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Review Date
Expiry Date

This document is the property of Merseytravel. It may not be reproduced or used
for any other purpose that that for which it is supplied without the written
permission of Merseytravel.
Uncontrolled when printed – for latest version, please check One Place
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1. Purpose
This Policy establishes the arrangements for the reporting of concerns
(“whistleblowing”) by a Merseytravel employee and others, including agency /
temporary workers, contractors and trainees. It outlines how a concern can be raised
internally, rather than overlooking the matter or “blowing the whistle” externally.
Merseytravel has adopted this Confidential Reporting (Whistleblowing) Policy and
associated guidance to advise those to whom the Policy applies how to raise concerns
confidentially and without fear of victimisation, subsequent discrimination or
disadvantage.
This Policy and guidance aims to:
 Encourage you to feel confident in raising serious concerns;
 Reassure you that Merseytravel takes Confidential Reporting (Whistleblowing)
seriously;
 Provide avenues for you to raise those concerns and receive feedback on any
action taken;
 Ensure that you receive a response to your concerns and that you are aware of how
to pursue them if you are not satisfied; and
 Reassure you that you will be protected from possible reprisals or victimisation if
you have a reasonable belief that you have made any disclosure in the public
interest and in accordance with the Protected Disclosure Provisions.
This policy does not replace the corporate complaints procedure, Disciplinary Policy or
the Grievance Policy.

2. Definitions
Confidential Reporting or “Whistleblowing” is the term used when an employee raises
a concern about wrongdoing or malpractice in the workplace that has a public interest
aspect to it. Officially this is called “‘making a disclosure in the public interest”.
Whistleblowing is important to protect and reassure the workforce, and to maintain a
healthy working culture and an efficient organisation1.
A grievance or private complaint is a dispute about an employee’s own employment
position and has no public interest dimension. The Merseytravel Grievance Policy
exists to enable an employee or group of employees to raise a grievance or complaint
relating to their own employment.

1

National Audit Office: Making a Whistleblowing Policy at Work (March 2014)

Confidential Reporting (Whistleblowing) Policy
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3. Policy Statement
Merseytravel will;








Investigate all concerns which fall within the scope of this Policy;
Respond quickly when concerns are raised;
Inform persons bringing concerns forward of the outcome of any investigation
subject to legal constraints;
Treat all concerns in confidence and every effort will be made not to reveal the
identity of the Whistleblower without consent, unless required by law.
Not tolerate harassment of employees or any other person who brings forward
a concern;
Endeavour to ensure that employees are not discriminated against or suffer
detriment as a result of raising a concern; and
Will take appropriate action in the event of an individual suffering detriment as
a result of raising a concern.

4. Scope
Merseytravel’s Whistleblowing arrangements are in accordance with the
Whistleblowing Arrangements Code of Practice (PAS 1998:2008).
Protection for employees who “whistleblow” is documented in The Public Interest
Disclosure Act (PIDA) 1998. A summary of the main provisions of the PIDA is
attached at Appendix A of this Policy and Guidance.
This Policy covers employees and others, including agency / temporary workers,
contractors and trainees. There is no minimum period of service and no upper age
limit.
Merseytravel’s Confidential Reporting (Whistleblowing) Policy is intended to cover any
concerns that fall outside the scope of other procedures. Examples of disclosures that
may be made under this policy include (but are not limited to):









Conduct which is an offence or a breach of law;
Disclosures related to miscarriages of justice;
Health and safety risks, including risks to the public as well as other employees;
Damage to the environment;
Breach of Merseytravel policy and procedures;
The unauthorised use of public funds;
Possible fraud, bribery and corruption; and
Other unethical conduct. This may include falsification or concealment of
information, breach of confidentiality and making potentially libellous, untrue or
slanderous comments.

The above list is not exhaustive.
Confidential Reporting (Whistleblowing) Policy
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5. Policy Evaluation
Evaluation of the policy will be undertaken as appropriate by the Merseytravel Audit,
Risk & Governance Board. Revisions to this Policy will be subject to formal approval
by Merseytravel.

6. Responsibilities
The Director General (Chief Executive) has overall responsibility for the maintenance
and operation of the procedures detailed in this policy.
The Head of Internal Audit is responsible for the implementation and day to day
monitoring of this policy and making staff aware of this Policy.
Merseytravel is committed to the highest legal, ethical and moral standards in the
conduct of its business. In line with that commitment we expect employees who are
either aware of malpractice, or suspect it, to report it in accordance with this Policy.
When bringing forward a concern it is the responsibility of individual employees to
have a reasonable belief that the concern raised is substantially true and is made in
the public interest. An employee doing so will be protected against recriminations,
victimisation or harassment. This applies even if, after investigation, the disclosure is
found to be incorrect or unfounded.
All concerns will be treated in confidence and every effort will be made not to reveal
the identity of the Whistleblower without consent, unless required by law. However, a
Whistleblower may be asked to make a statement or come forward as a witness, for
example, during disciplinary proceedings.
If an allegation is found to have been made when known to be false, this will not be
protected as the disclosure cannot be in the public interest. Such allegations will be
treated as serious misconduct and may result in disciplinary action against the
employee who made the disclosure.
Merseytravel will uphold the principles of employment and criminal law and protect as
far as it is reasonable to do so, the rights of the accused.
Any investigation into allegations of potential malpractice will be conducted with
confidentiality and will not influence or be influenced by any disciplinary or redundancy
procedures that already affect you.
All employees should familiarise themselves with this Policy and if necessary, seek
clarification from their Line Manager, or any of the officers detailed in the contact list at
Appendix B.

Confidential Reporting (Whistleblowing) Policy
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7. Guidance
How to Raise a Concern
Where you have a concern which falls under the scope of the Policy, Merseytravel
encourages you to raise your concerns internally, rather than overlooking the matter or
“blowing the whistle” externally. You should normally raise your concerns initially with
your immediate supervisor or manager. However, dependent on the seriousness and
sensitivity of matter you may choose to raise your concerns outside of your direct line
management. A list of contact officers with whom concerns can be confidentially raised
or further advice and guidance can be sought is attached as Appendix B.
Concerns may be raised verbally or in writing. The earlier you express the concern
the easier it is for Merseytravel to take appropriate action.
Although you are not expected to prove beyond doubt the truth of an allegation, you
will need to demonstrate to the person contacted that there are reasonable grounds for
your concern.
You may wish to consider discussing your concern with a colleague first and you may
find it easier to raise the matter if there are two (or more) of you who have the same
concerns.
You may invite your trade union, professional association representative, a friend or
legal advisor to be present during any meetings or interviews in connection with the
concerns you have raised.
Anonymous Allegations
You are encouraged to put your name to your allegation whenever possible. Concerns
expressed anonymously can be more difficult to investigate / substantiate but will be
considered at the organisation’s discretion.
In exercising this discretion the factors to be taken into account would include:
 The seriousness of the issues raised;
 The credibility of the concern; and
 Available evidence / sources from which to substantiate the concern.
Untrue Allegations
In accordance with the Enterprise and Regulatory Reform Act 2013, there is no
requirement for disclosures to be true in order for Whistleblowers to receive statutory
protection. Therefore, if you report a suspicion of malpractice that is found not to be
substantiated following an investigation, you will be protected under the Confidential
Reporting (Whistleblowing) Policy.

Confidential Reporting (Whistleblowing) Policy
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However, any allegation that you make which you know to be false is not protected, as
the disclosure would not be in the public interest. This could result in formal
disciplinary action being taken against you.
How Merseytravel will Respond to a Concern
Merseytravel will respond to your concerns. However, investigating your concerns is
not the same as either accepting or rejecting them.
There may be a range of issues raised under this Policy and, depending upon the
nature of the complaint, the most appropriate officer to investigate will be determined.
Concerns or allegations which fall within the scope of specific Policies and procedures
(for example, discrimination issues) will normally be referred for consideration under
those procedures.
In order to protect individuals and those that are the subject of a concern, initial
enquiries will be made to decide whether an investigation is appropriate and, if so,
what form it should take, in accordance with the Merseytravel Investigation Protocol. If
appropriate, an issue may be referred to the Police or to Merseytravel’s appointed
External Auditor.
Some concerns may be resolved by agreed action without the need for investigation.
If urgent action is required this will be taken before any investigation is conducted.
Within ten working days of a concern being raised, the person to whom you made the
complaint in the first instance will write to you:







Acknowledging that the concern has been received;
Indicating how Merseytravel proposes to deal with the matter;
Estimating of how long it will take to provide a final response;
Telling you whether any initial enquiries have been made;
Supplying you with information on staff support mechanisms and;
Telling you if no further investigations will take place and the reason/s for this.

Officers investigating your concerns may need to contact you to obtain further
information or clarify points raised. Where any meeting is arranged, you can be
accompanied by a union or professional association representative or a workplace
colleague.
Merseytravel will take steps to minimise any difficulties which you may experience as a
result of raising a concern. For instance, if you are required to give evidence in
criminal or disciplinary proceedings Merseytravel will arrange for you to receive advice
about the procedure, if you require it.
In the event that a colleague makes a protected disclosure and suffers any detriment,
Merseytravel can be vicariously liable for the actions of the perpetrator, unless they
can demonstrate they took all reasonable steps to prevent this happening. Workers
can also be personally liable if they subject a colleague to a detriment in such regard.
Confidential Reporting (Whistleblowing) Policy
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Merseytravel accepts that you need to be assured that the matter has been properly
addressed. Thus, subject to legal constraints, we will inform you of the outcome of
any investigation.
How the Matter can be taken further
The Confidential Reporting (Whistleblowing) Policy documents how concerns can be
raised internally and how Merseytravel will deal with these. If you are not satisfied with
Merseytravel’s response you may wish to contact the following:







The External Auditor
Your Trade Union
Your local Citizens Advice Bureau or Solicitor
Relevant professional bodies or regulatory organisations
The Police
Your Member of Parliament

If you do take the matter outside Merseytravel, you should ensure that you do not
disclose confidential information acquired during your employment unless it falls within
the qualifying criteria for protected disclosures. Premature or inaccurate media
exposure or adverse publicity may cause needless reputational damage, impede a
proper investigation or cause unnecessary distress to individuals.

Confidential Reporting (Whistleblowing) Policy
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APPENDIX A
Public Interest Disclosure Act (PIDA) 1998
PIDA builds on existing employment protection legislation in the Employment Rights
Act 1996. It makes it unlawful to subject a worker to any detriment for making what is
known as a “Protected Disclosure”. Further provisions on whistleblowing are also
included in the Enterprise & Regulatory Reform Act 2013.
The “Protected Disclosure” provisions have two aims:
1. To ensure concerns about malpractice is brought to the attention of the appropriate
person who can deal with the issue quickly and effectively - and who can be held
accountable if the concerns are not dealt with properly;
2. To encourage whistle-blowers to behave responsibly (for example to avoid leaking a
story to the media).
There are three legal definitions of what constitutes a ‘protected disclosure’:
1. Nature of the Disclosure
To be a protected disclosure, the disclosure must be about the commission of a
criminal offence, a breach of any legal obligation, a miscarriage of justice, a risk to
health and safety or damage to the environment.
2. Disclosure to Whom?
A protected disclosure may be made:
(a) To the worker’s employer;
(b) To the person having legal responsibility for the matter that is subject to the
disclosure;
(c) In accordance with the employer’s whistle-blowing procedure;
(d) To the worker’s legal advisor.
3. Worker’s State of Mind
The person making the disclosure must reasonably believe that the information
disclosed tends to show one of the matters outlined above so the disclosure can
constitute the subject matter of a protected disclosure.
The Act places responsibilities on the actions of whistle-blowers. To be protected
by the Act, the disclosure must not be made for personal gain and must be made in
the reasonable belief that the allegation is substantially true and is made in the
public interest. Furthermore, the disclosure will only be protected if a number of
additional pre-conditions are satisfied. These include raising the matter internally or
with a prescribed person, or if this has not been done it is because the person must
reasonably believe that they will be subject to detriment by their employee.
Confidential Reporting (Whistleblowing) Policy
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APPENDIX B
Merseytravel
Confidential Reporting (Whistleblowing) Policy
Contact List – March 2018
Financial Probity and Malpractice Issues:
Internal Audit (7th Floor, Mann Island)
Director of Resources
Head of Internal Audit
Audit Manager
Principal Auditor (Technical)
Senior Auditor

330 1959
330 1031
330 1122
330 1116
330 1284

Human Resource/Staffing Issues:
People & Customer Development (9th Floor, Mann Island)
Head of People & Customer Development
HRD Operations Manager
HRD Strategy ＆ Systems Manager
Health & Safety Officer

330 1800
330 1213
330 1204
330 1210

Legal Issues and Advice:
Legal, Democratic Services and Procurement (7th Floor, Mann Island)
Head of Legal, Democratic Services and Procurement
Legal, Democratic Services and Procurement Manager

330 1700
330 1703

Independent Advice:
Public Concern at Work (PCAW) is a Whistleblowing Charity that provides
independent support & advice:
Website: http://www.pcaw.org.uk/
PCAW Whistleblowing Advice Line: 020 7404 6609

Confidential Reporting (Whistleblowing) Policy
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Agenda Item 7
LIVERPOOL CITY REGION COMBINED AUTHORITY
To:

The Chair and Members of the Combined Authority
Audit and Governance Committee

Meeting:

23 January 2019

Authority/Authorities Affected:

Combined Authority/All Districts

EXEMPT/CONFIDENTIAL ITEM:

No

REPORT OF THE HEAD OF INTERNAL AUDIT
RISK MANAGEMENT UPDATE

1.

PURPOSE OF REPORT
The purpose of this report is to provide an update in respect of the system of
corporate risk management and the activity that has been undertaken in embedding
an effective system in the organisation. This encompasses presenting the
refreshed Corporate Risk Register for noting and the revised Risk Management
Policy for approval.

2.

RECOMMENDATIONS
It is recommended that the Audit and Governance Committee:
(a) Notes the progress made in embedding the system of corporate risk
management into the organisation;
(b) Notes the refreshed Combined Authority Corporate Risk Register; and
(c) Approves the revised Risk Management Policy.

3.

BACKGROUND
So as to support the Committee in the discharge of its duties according to its Terms
of Reference, the report details the key activities undertaken so as to embed the
system of corporate risk management. The report highlights the following key
points:





the developments in respect of the Combined Authority Corporate Risk
Register, presenting the fully refreshed Corporate Risk Register for noting by
the Committee
development of Service Risks
Risk Management Policy, and presents the revised Policy for Board approval
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the plans to embed risk management further into the organisation.

4.

RESOURCE IMPLICATIONS

4.1.

Financial
There are no direct issues arising from this report.

4.2.

Human Resources
There are no direct issues arising from this report.

4.3.

Physical Assets
There are no direct issues arising from this report.

4.4.

Information Technology
There are no direct issues arising from this report.

4.5

Programme Management Office (PMO)
There are no direct issues arising from this report.

5.

RISKS AND MITIGATION
The implementation of an effective system of corporate and service risk
management will support the Combined Authority in the delivery of its objectives, by
identifying threats which may jeopardise their achievement. The contents of this
report give a narrative on the progress being made to establish and maintain such a
system.

6.

EQUALITY AND DIVERSITY IMPLICATIONS
There are no direct issues arising from this report.

7.

PRIVACY IMPLICATIONS
There are no direct issues arising from this report.

8.

COMMUNICATION ISSUES
There are no direct issues arising from this report.

9.

CONCLUSION
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The organisation has made positive progress in embedding a robust and effective
system for the management of risk. Chief among the developments in the period is
the full refresh of the Corporate Risk Register by Directors, and the development of
a revised and more detailed Risk Management Policy.

LAURA A. WILLIAMS
Head of Internal Audit
Contact Officer(s):
Laura A. Williams, Head of Internal Audit
Liz Storey, Corporate Communications Manager
Appendices:
Appendix 1 - Risk Management Update
Background Documents:
None
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RISK MANAGEMENT UPDATE
Audit and Governance Committee
23 January 2019
Laura A. Williams MA CPFA
Head of Internal Audit

Contents
Page

Page 88

1. Introduction

2

2. Corporate Risk

3

3. Service Risk

4

4. Risk Management Policy

5

5. Embedding Effective Risk Management

6

Appendices
A Risk Management Policy

8

1. Introduction
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1.1

The purpose of this report is to provide a summary of the progress made in establishing an effective and robust system of
risk management within the Combined Authority (LCRCA).

1.2

It is prepared for the Audit and Governance Committee and its purpose is to facilitate the Committee in discharging its
obligations as defined in its Terms of Reference: “to review the Combined Authority’s financial affairs, internal control,
corporate governance arrangements and risk management”.

1.3

The report covers:





the developments in respect of the LCRCA Corporate Risk Register
development of Service Risks
Risk Management Policy
the plans to embed risk management further into the organisation.

Risk Management Update
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2. Corporate Risk
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2.1

It was recognised that although a Corporate Risk Register had been in place for the LCRCA, there was a need for the
Register to be fully reviewed so as to increase its relevance and strategic focus. This is particularly pertinent as the
organisation develops and grows.

2.2

A risk management workshop was held with Directors so as to provide an opportunity for them to consider the risks to the
objectives identified in the Corporate Plan 2018-19. The outcome of the session was the production of a set of draft risks for
the LCRCA.

2.3

Since this initial session, further work has been completed so as to compile the risk register: a second risk workshop was
held with Directors in December 2018, and Directors were then asked to complete scoring, control measures and actions in
respect of those risks for which they were designated as risk owner. The Risk Register was considered by Directors on 11
January 2019.

2.4

The LCRCA Corporate Risk Register is shown at Appendix B. It is worthy of note that the Merseytravel Corporate Risks are
a subset of the LCRCA Corporate Risk Register, concentrating on risks that are specific to the achievement of the
Merseytravel transport priorities. Therefore, overarching risks that apply to both organisations are shown on the LCRCA
Corporate Risk Register.

Risk Management Update
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3. Service Risk
3.1

Work is ongoing to establish risk registers at Head of Service level identifying risks to the achievement of the corporate
objectives (identified in the LCRCA Corporate Plan 2018-19).

3.2

Now that the refreshed Corporate Risk Register has been compiled, the Service Risks are in the process of being reviewed
and updated in full. This will ensure that there is clarity regarding the level and ownership of risks, and ensures that
there is no duplication of risks held at service level and those at corporate level.
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4. Risk Management Policy
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4.1

The Risk Management Policy was last approved by the LCRCA (in lieu of a meeting of this Committee) in May 2018. The
Head of Internal Audit has reviewed the Policy since arriving in post, and has concluded that there is scope for strengthening
the system laid out in the Policy so as to encourage engagement by Senior Management, reflect more appropriate risks on
the Corporate Risk Register and to ensure that the system applies coherently and equally to both LCRCA and Merseytravel.

4.2

Following internal use and feedback, the revised Risk Management Policy has been finalised and is presented to this
Committee for approval at Appendix A. The key changes include:









Inclusion of clear and detailed guidance on how to identify, score and treat risk
Revision of the scoring matrix, to provide clearer delineation between Corporate and Service risks
The introduction of a new officer group, the Corporate Performance and Assurance Group, which will encapsulate the
functions of the existing group, Primary Assurance and Risk Group (to be disbanded). This will strengthen linkages
between risk, performance and governance and also reflect membership for the LCRCA
Development of a clear risk management review cycle, involving preliminary review by the Corporate Performance
and Assurance Group, resulting in a report to Directors which they will use as the basis for updating the Corporate
Risk Register prior to presentation of the relevant corporate risks at this Committee (for LCRCA risks) and to the
Audit, Risk and Governance Board (for risks pertaining to Merseytravel)
Revised Risk Register template, which encourages action planning for the treatment of risk, and relates each risk to
the corporate or service objective it may jeopardise
Sets out key roles and responsibilities of all key players in the system of risk management.

Risk Management Update

Page | 5

5. Embedding Effective Risk Management
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5.1

In embedding a system of effective risk management into the organisation, it is important that the progress made to date
continues.

5.2

The revised Risk Management Policy provides a clear steer in how the system should develop and become embedded by
outlining the roles and responsibilities of the key players in the system. It is important that such roles are understood and
followed. It is also important that the role of this Committee as a monitoring and review mechanism is exercised
effectively.

5.3

A key element of this is that the Senior Leadership Team drives and owns the process of risk management and most
importantly, uses this to inform decision-making. This will ensure that management of risk contributes positively to the
improvement of the control framework and keeps risk under control as far as possible, so facilitating the achievement of the
organisation’s objectives.

5.4

In facilitating this system, Internal Audit will continue to play a vital role. Key strands of activity for embedding this over the
forthcoming year will be:







Facilitating the regular review and update of the Corporate Risk Register via the Corporate Performance and
Assurance Group and the Directors meeting
Update service risks and establish a regime of regular review and update by Heads of Service
Providing corporate support in respect of risk management across the organisation
Providing risk management training and awareness sessions for officers
Facilitate the developing of the risk appetite for the organisation
Internal audit work will employ a risk-based methodology from 2019-20, meaning that its findings can contribute fully
to the corporate risk management picture, by appraising existing controls and their effectiveness, highlighting new or
emerging risks for consideration by Heads of Service, and by appraising the extent to which the system of risk
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management is embedded across the organisation. Appropriate safeguards are in place to ensure that internal audit
independence is not compromised.
5.5

The quarterly reports to this Board will give a full overview of the progress being made in delivering the activities above,
implementing the recommendations arising from the peer review report, and the effectiveness of these actions in increasing
the level to which effective risk management arrangements are embedded into the organisation.
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1. Introduction
Risk is defined as “the effect of uncertainty on the achievement of objectives, where
effect is any deviation from the expected – positive or negative”. (ISO 31000)
Any large and complex organisation faces a range of risks which may affect the
achievement of its defined objectives. These risks have varying levels of likelihood of
materialising and of impact to the organisation and its stakeholders if these did
materialise. Therefore, the effective management of risk is a key component of an
organisation that is effective in meeting its defined objectives.
Risk Management is the process by which risks and potential opportunities are
identified, evaluated and controlled.
Merseytravel/LCRCA recognises the importance of effective risk management as a
key element of its performance and governance framework. It is the responsibility of
Merseytravel/LCRCA to ensure that it establishes and maintains a system that
provides the organisation with assurance that there is accountability and ownership of
the key risks that the organisation faces, maximises the achievement of its objectives,
and ensures that good governance can be demonstrated.

2. Objectives
The objectives of this Policy are to:








Embed risk management into the culture and operations of the organisation
Promote risk management as an integral part of business planning and decision
making and performance management
Maintain an effective process of key risks identification, analysis and control
Anticipate and respond to changing requirements whether political, economic,
social, technological, legislative or environmental (PESTLE)
Ensure that there is clear accountability for both the ownership and cost of risk and
the tools used to effectively reduce risk
Improve governance and raise awareness of the need for risk management by all
those connected with the organisation’s delivery
Demonstrate how effective risk management can improve delivery of
organisational objectives and increase resilience.

3. Responsibilities
Head of Paid Service
Has overall responsibility for Merseytravel/LCRCA’s risk management arrangements.
This involves being the corporate sponsor for risk management, and ensuring that the
system of corporate risk management is effective, consistently applied and embedded
into the organisation.
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Directors
Directors have responsibility for identifying and managing the most significant risks to
corporate objectives. They will ensure that these are reflected in the Corporate Risk
Register, which will be considered and reviewed on a regular basis. They will ensure
that appropriate controls and actions are in place so as to control and manage the
corporate risks for which they have responsibility, and for those service risks which sit
within their area of responsibility.
Heads of Service
Heads of Service have responsibility for identifying and managing the risks to service
objectives. They will ensure that these are reflected in the relevant Service Risk
Register, which will be considered and reviewed on a regular basis. They will ensure
that appropriate mitigations and actions are in place so as to control and manage the
risks which sit within their area of responsibility. They are responsible for establishing
sound systems of internal control within their service areas.
Heads of Service must notify the Head of Legal, Procurement and Democratic
Services of any significant changes in business activity that may impact on insurance
provision, so as to ensure that appropriate and adequate insurance is in place.
Any decision submitted through the Delegated Decisions system or a Committee
report (via the Modern.gov system) must include appropriate consideration of risk and
implications associated with the proposed decision, so as to demonstrate the
consideration of risk in decision-making.
Corporate Performance and Assurance Group
The Corporate Performance and Assurance Group is the key forum for the
consideration of risks facing the achievement of the Corporate Plan. It sets the tone for
corporate risk management and uses this to drive improvement in delivery of corporate
objectives. This Group holds officer responsibility for the Corporate Risk Register, and
will review and update this document on a quarterly basis. This group’s Terms of
Reference are detailed at Appendix A. (These subsume the Terms of Reference of
the disbanded Primary Assurance and Risk Group.)
Project/Programme Managers
When an officer is managing a project/programme, it is their responsibility to ensure
that adequate consideration is given to the management of the risks that threaten the
delivery of the project/programme, and that effective controls are in place so that these
are managed. Such risks should be captured within a Project Risk Register, and
which should be reviewed with appropriate regularity throughout the project lifecycle.
Programme Management Office (PMO)
The Programme Management Office supports Project/Programme Managers in the
delivery of projects/programmes, and assists them in identifying and assessing the
risks that could jeopardise the delivery of the projects/programmes, and in facilitating
the planning of controls and actions to minimise the likelihood of such risks
materialising, and/or their impact if they did materialise. The risk management
methodology used by the PMO is being developed, but will follow the principles
outlined in this document.
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Managers
Managers should understand their role in the risk management process, and the
benefits of effective risk management. It is their responsibility to assist their Head of
Service in the management of relevant service risks through maintaining an effective
system of internal control and through undertaking any actions assigned to them in the
management of specific service risks.
All Employees
All employees have responsibility for complying with the defined internal controls
designed to minimise risk and for being aware of the risks that they encounter in their
day to day roles.
Merseytravel Meeting
This group has overall oversight of the governance and risk management
arrangements for Merseytravel, and has responsibility for approving its Risk
Management Policy.
Combined Authority Meeting
This group has overall oversight of the governance and risk management
arrangements for the Combined Authority, and has responsibility for approving its Risk
Management Policy.
Merseytravel Audit, Risk and Governance Board
LCRCA Audit and Governance Committee
Both fora have responsibility for the monitoring and review of the effectiveness of risk
management arrangements and overseeing the continued development of these
arrangements. This will be chiefly implemented as reviewing the relevant aspects of
the Corporate Risk Register, so as to obtain assurance that the risks identified as most
significant threats to the achievement of objectives are being managed and controlled
effectively.
Both fora will monitor progress in addressing any risk related issues reported to it,
including those identified through Internal Audit reports.
Internal Audit
Internal Audit has responsibility for facilitating the system of risk management, and
ensuring the continued development of the system so as to maximise its effectiveness.
This comprises:
 Compilation of the Risk Management Policy
 Facilitating the process of risk review and reporting
 Promoting the embedding of effective risk management processes into the normal
business processes of the organisation.
 Advising on how to treat and manage risks
 Providing training on risk
 Helping to improve risk management through advising and supporting the
identification of current and emerging risks.
Internal Audit is responsible for monitoring the effectiveness of risk management
arrangements, through delivery of the Internal Audit Plan. The work of internal audit in
Risk Management Policy
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assessing the effectiveness of Merseytravel/LCRCA’s management and control of risk
will inform the Head of Internal Audit’s Annual Report and the Annual Governance
Statement (AGS).
So as to preserve the independence of Internal Audit, it is important to note that its role
will not comprise:
 Dictate or influence risk identification, scoring or risk appetite
 Acting to mitigate or control risks.
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4. Risk Management Process: Practical
Guidance
The following diagram highlights the three key stages of the risk management process:




Identification of risks
Assessment of risks
Addressing risks
Overview of the Risk Management / Assurance Process:
DIAGRAM 1

Source: It’s a Risky Business (CIPFA, 2014)

STAGE 1: Identification of Risks
The first stage in the process is to identify the risks that threaten the identification of
the organisation’s objectives. Risks can be identified in various ways, including
through formal risk workshops, planning sessions or often, these emerge “naturally”
through business as usual. The identification of risks should not be seen as a one off
exercise, and once an initial identification exercise has been undertaken, this should
be updated on an ongoing basis so as to ensure that the risks identified are still
reflective of those facing the organisation.
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The identification and accurate framing of risks is crucial to the success of the process
that follows, and so this stage should receive sufficient attention to ensure it is
comprehensive.
The following Risk Wheel identifies the main risk categories which can be used as
prompts during the identification process:

Health and
Safety

Service
Disruption/
Reliability

Performance

Legislative and
Regulatory

Financial
Loss/Cost

Reputation

Key factors to consider when identifying a risk:





Be specific in framing what the risk is
Be clear on how the risk may impact the achievement of objectives – which
objective is under threat
Think about the different facets of the risk and how the risk may affect a number of
objectives or impact across a wider area of the business
Where risks have a wider applicability, consult colleagues so that the risk can be
framed to take account of cross-cutting issues.

STAGE 2: Evaluation of Risks
The first part of evaluating a risk is to be clear on the consequences if the risk was to
materialise. This should include clear reference to the objective which would be
compromised by the materialisation of the risk. This should also include other
consequences such as “negative media attention” or “legal challenge”, which may be
knock-on effects of the objective not being met.
The risk should then be allocated an owner. Ownership should sit with the officer in
the organisation who has the appropriate level of control over the management of the
risk. Risks should sit at Director level (for corporate risks), Head of Service level (for
service risks) or Project/Programme Manager level (for project/programme risks). So
as to promote accountability, a single post should be named as the owner, rather than
a group of people.

Risk Management Policy

Page 102

|7

The third stage is to score the “inherent risk” for its likelihood and impact. This relates
to the likelihood of the risk materialising, and its impact if it was to materialise, without
any controls or mitigating actions having being applied. This helps to give a view of
the “raw” risk prior to the organisation having taken any action to minimise it. Both
aspects are allocated a score between 1 and 5, and one is multiplied by the other to
give a total inherent risk score out of 25. Guidance on scoring impact and likelihood is
provided at Appendix B and C respectively.
Whilst the inherent risk score identifies the likelihood and impact of the risk if it was to
materialise without the implementation of controls, it is highly unlikely that this reflects
the actual position. With the potential exception of very new or emerging risks, it is
likely that the organisation will have implemented one or a number of control measures
to reduce the likelihood of the risk materialising and/or the impact if it was to
materialise. Controls are defined as “any action taken by management, the board or
other parties to manage the risk and increase the likelihood that established objectives
and goals will be achieved.”
The next stage of the evaluation process is to identify what control measures the
organisation has already put in place. It is important that the controls listed genuinely
relate to the risk under consideration, and that the control is actually in place and is
effective – i.e. controls that are planned to be implemented should not feature at this
stage. Again, it is important to be specific in detailing the controls. Assurances that
have been received that indicate the effective operation of a control should be
available to demonstrate that it is fulfilling its intended purpose – inspection reports,
customer feedback or internal audit reports are examples of such assurances.
The implementation of effective controls should serve to reduce the risk score
associated with the risk. This is the residual risk score – the likelihood and impact if
the risk should materialise. The implementation of controls which do not reduce these
scores should lead to questions of the reason for resources having been expended on
it – controls consume resources and should be proportionate to the risk they are
intended to mitigate. The risk is now rescored, using the same criteria (as detailed in
Appendix C and D) to evaluate its likelihood and impact now that controls have been
applied. Again, one score is multiplied by the other so as to give a total residual risk
score out of 25.
STAGE 3: Addressing Risks
Once the risk has been given a residual risk score, thought can be given to the
treatment of the risk, and where actions that can be taken to reduce the impact and/or
likelihood further. The residual risk score assists management in prioritising resources
to mitigate risks. There are four main options for treatment of a risk:




Terminate – can an activity be discontinued so that the risk is eliminated? This
usually applies to risks with very high residual scores.
Treat – can the risk be mitigated by the application of controls?
Tolerate – can the risk be accepted? This usually applied to risks with very low
residual scores.
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Transfer – can the risk be transferred to another party? It is rare that a risk can be
fully transferred, but a significant element could be transferred by via insurance,
for example.

An organisation’s risk appetite is the level of risk that it is prepared to tolerate without
putting in place further risk mitigation or controls. Merseytravel/LCRCA may accept
that a risk exists and that to put in place further measures to reduce that risk is not
possible, practical or cost effective.
It may be that it is felt that the risk has been reduced as much as possible or that any
remaining actions to be taken are unpalatable or unfeasible – for example they may
consume more resource than is worthwhile, considering the impact if the risk
materialised.
In most cases, however, a set of actions can be agreed that would have a beneficial
effect on the risk’s impact and/or likelihood, and do not exceed the cost of the risk
being realised. The actions should be defined in a SMART way – specific,
measurable, achievable, relevant and timely. A responsible officer should be assigned
to each of the actions, and this should be a person who has the autonomy to
implement the action. A due date, by which the action will be implemented, should
also be added. A red/amber/green rating should also be assigned to the action, so
that there is a view on whether the completion of the action is progressing in line with
the planned timescale.
STAGE 4: Risk Review and Reporting
There is a clear relationship between the residual risk score and where the risk is
owned and how it is reported. This ensures that risks are managed at the most
appropriate level of the organisation. Therefore, the Risk Evaluation Scoring Matrix
should be used to determine the review and reporting arrangements for each identified
risk. Flexibility can be applied to this model, as for example emerging risks which
score less than 16 may be included in the Corporate Risk Register so as to encourage
early consideration and action prior to their expected escalation.
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Risk Evaluation Scoring Matrix

LIKELIHOOD

Highly
Probable

5

5

10

15

20

25

4

4

8

12

16

20

3

3

6

9

12

15

2

2

4

6

8

10

1

1

2

3

4

5

1

2

3

4

5

Negligible

Minor

Moderate

Major

Critical

Probable

Possible

Unlikely

Highly
Unlikely

IMPACT

Colour Coding
Residual Risk Score
Range
Risk Register

Reporting

Amber Risks

Green Risks

16 - 25

8 - 15

1-6

Corporate Risk Register

Service or Project/Programme Risk
Register

Director

Head of Service

Corporate Performance and
Assurance Group

Service Management Team

Risk Owner
Officer
Forum

Red Risks

Project/Programme Board
Member
Forum

Reporting

Audit and Governance
Committee (risks pertaining to
the Combined Authority)

None (risks scoring 15 could be noted for
members where it is felt that the risk is
escalating and is likely to reach a score
of 16 or above)

Audit, Risk and Governance
Board (risks pertaining to
Merseytravel)
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Corporate Risks
The Corporate Risk Register is the subject of a full quarterly review, facilitated by the
Corporate Performance and Assurance Group. This review is informed by updated
Service and Project Programme Risk Registers.
The updated Corporate Risk Register will then be presented on a quarterly basis to the
Audit and Governance Committee (for risks pertaining to the Combined Authority) and
the Audit, Risk and Governance Board (for risks pertaining to Merseytravel).
Service Risks
Service Risk Registers are maintained at Head of Service level and are the subject of
a full quarterly review within Service Management Team meetings. New or escalating
risks that score 16 or above, (or are expected to escalate towards a high score in the
future if left untreated), should be put forward for review and potential inclusion in the
Corporate Risk Register.
Project/Programme Risks
Project/Programme Risks are maintained at Project/Programme Manager level, and
are the subject of full review within the governance structure relevant to the
project/programme.
In reviewing a risk register, the following key items should be considered:









Are all existing risks relevant to the delivery of corporate/service/programme
objectives included?
Have any of the risks changed, and does the risk description, controls, actions and
scoring need to be updated to reflect the change?
Have any new risks emerged?
Are controls still in place and working effectively?
Do any new controls need to be put in place?
Is the scoring of the identified risks correct – are risks increasing or decreasing
and if so, does the risk need to the escalated to the Corporate Risk Register or
can it be de-escalated or closed?
Are agreed actions being implemented according to the timescale?
Have any actions been completed, meaning that there is a new control in place,
and so does the residual score need to reduce as a result?
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5. Appendices
APPENDIX A
Corporate Performance and Assurance Group: Terms of Reference
Purpose of the Group

Frequency of meetings

To oversee and critically reflect on the delivery
of commitments in the Corporate Plan for the
Liverpool City Region Combined Authority (CA).

Quarterly.

To consider and advise on appropriate
responses to corporate performance indicators
in liaison with lead officers.

Approvals
The Corporate Performance & Assurance Group
is authorised to approve the Corporate
Performance Framework, system and associated
reporting processes.

To provide corporate leadership in respect of the
management of risk, by providing assurance in
respect of corporate risks and planned corporate
risk mitigation activity.
To provide corporate leadership in respect of the
improvement and development of governance
and internal control.
Group Membership
 John Fogarty, Director of Corporate Services
(Chair)
 Liz Chandler, Director of Organisational
Development
 Aileen Jones, Head of Research and
Intelligence
 Stephen Littler, Performance Manager
 Gary Evans, Head of Customer Delivery
 Wayne Menzies, Head of Rail
 Matt Goggins, Head of Bus
 Alastair Ramsay, Head of People &
Customer Development
 Eleanor Dodd, Head of Policy Coordination
 John McGee, Head of Government
Relationship Management
 Ian Hawkins, Head of ICT
 Jill Coule, Chief Monitoring Officer
 Louise Outram, Head of Legal, Procurement
and Democratic Services
 Sarah Johnson, Head of Finance
 Laura Williams, Head of Internal Audit
 Dan McCafferty, Head of Corporate PMO
 Lorna Rogers, Head of Mayoral CA
Programme Delivery

Decision making

Approvals out of cycle:
Any urgent changes to activities, data or process
agreed as part of the performance system shall be
considered approved once the Director of
Organisational Development and the Chair
confirm in writing (email) that they are content for
it to be agreed. The Research and Intelligence
Team shall coordinate responses as required.
Secretariat
The Research and Intelligence Team will provide
the secretariat to the Group. Papers will be
circulated at least 3 working days in advance of
meetings. A note of the actions and decisions will
be circulated to all Group Members by the
Secretary within 10 working days of a meeting
taking place.
Governance
This group reports to CA/MT Directors.

Quorum
This group shall be quorate when 5 members of
the group, plus the Director of Organisational
Development and the Chair are present.
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APPENDIX B

Scoring Risk Impact
1
Negligible

2
Minor

Brief disruption to
important service
areas

Complete loss of
non-crucial service

Up to £10,000

£10,001 to £250,000
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Contained within
directorate
Minor injury or
discomfort to an
individual
One-off minor breach
resulting in minor
adverse publicity /
regulatory attention
One-off minor
reduction in
performance in one
service area

Risk Management Policy

Contained within
Merseytravel/LCRCA /
reported
to Executive
Minor injury or
discomfort to more than
one individual
Some minor
infringements of
regulations / legislation
resulting in minor fines
or adverse publicity
Sustained reduction in
performance in one area
or reduction in
performance across
more than one service
area

3
Moderate
Complete loss of a noncrucial service area for a
protracted period or an
important service area
for a short period

4
Major

5
Critical

Major loss of service
for less than one
month

Major loss of service
for over one month

£250,001 to £3m

£3m to £10m

Over £10m

Adverse local public or
press interest;
complaints

Adverse national
public or press interest

Adverse central
government response

Major injury to more
than one individual

Death

Major injury to an
individual
One-off moderate
breach resulting in
moderate fines or
adverse publicity

Systematic noncompliance resulting in
significant Litigation /
Fines or Court
appearance

Forced closure of
Merseytravel/LCRCA

Sustained reduction in
performance in more
than one service area

Sustained systematic
non-performance
resulting against most
performance targets

Complete
performance failure
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APPENDIX C

Scoring Risk Likelihood
5
Highly Probable

4
Probable
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3
Possible

2
Unlikely

1
Highly Unlikely
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Extremely likely
The event is expected to occur in almost all circumstances
There has been a history of regular occurrences, i.e. on multiple occasions in the last twelve
months
If new event, likelihood of occurrence regarded as almost inevitable
There is a strong possibility the event or risk will occur
The event is expected to occur in a majority of circumstances
There is a history of several occurrences, i.e. on more than one occasion in the last twelve months
If new event, likelihood of occurrence regarded as very likely
There is a reasonable probability the event or risk will occur
There may be a history of frequent occurrences
Everyone with knowledge of issues in this area knows this could happen
No or few effective measures have been implemented to reduce the likelihood of the risk
materialising
If new event, likelihood of occurrence will probably occur in most circumstances
The event might occur at some time
There could be a history of ad hoc occurrences
Most of the team knows that the whilst unlikely, the risk might occur
Measures that reduce likelihood have been taken but are not fully effective
If new event, likelihood of occurrence regarded as unlikely but possible
Not expected, but there is a slight possibility it could occur at some time
Some of the team considers that this is a risk that might occur
Team considers there is an appropriate control framework in place
Conditions exist for this to occur, but is highly unlikely
Probably requires more than two coincident events
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Risk Register Template
Corporate/Service Risk Register: Name of Service Area
Date of Review: Date
Risk Details
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Ref.
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Corporate
/Service
Objective
Jeopardised

Risk Description

Consequences
of Risk
Materialising

Inherent Risk Scoring

Risk
Owner
(post title)

Impact
Score

Likelihood
Score

Residual Risk Scoring

Total
Score

Control Measures
in Operation

Impact
Score

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
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Likelihood
Score

Total
Score
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

Action Plan

Action

Progress on
completion
of actions
within
Action
timescale
Owner Timescale for (Red/ Amber/
(post title) Completion
Green)

Corporate Risk Register: Liverpool City Region Combined Authority
Date of Review: January 2019
Ref.
Corporate
/Service Objective
Jeopardised

Risk Description

Risk Details
Consequences of Risk Materialising

Risk Owner (post
title)

Inherent Risk Scoring
Impact Likelihood
Total
Score
Score
Score

Control Measures in Operation

Residual Risk Scoring
Impact
Likelihood
Total
Score
Score
Score
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1

All

Failure to achieve the required
outputs associated with prioritising
and managing the resources and
responsibilities associated with the
City Region’s devolution deal.

Weak financial standing
Inability to deliver Devolution Deal
Loss of devolved powers
Opportunities for growth compromised
Withdrawal of Constituent member

Director of
Investment and
Strategic
Development

5

5

25 Corporate Plan
Performance Management
PMO Capacity
Commercial & Investment expertise
Budget recognises delivery as a priority

5

4

20

2

All

Lack of sustainable funding
mechanism to support the
achievement of Mayoral priorities,
maintain capacity and resilience
and manage the external funding
portfolio associated with the City
Region’s devolution deal.

Weak financial standing
Inability to deliver Devolution Deal
Loss of devolved powers
Opportunities for growth compromised

Director of
Corporate Services

5

5

25 Transitional funding package 2018/19
Mayoral Capacity grant
CIPFA study on sustainable funding
Budget process 2019/20 and beyond
Role of Scrutiny

5

3

15

3

All

Inability to collaborate effectively
with constituent Local Authorities,
and with other key partners –
including residents and businesses
– to identify City Region priorities
and determine the most effective
mechanisms for delivering these
priorities.

Inability to deliver targets, outputs and outcomes
Reputational damage
Inability to deliver Devolution Deal
Loss of devolved powers
Withdrawal of Constituent member

Director of
Corporate
Development

5

4

20 Strategic involvement of constituent Local Authorities
Role of portfolio holders and deputy portfolio holders
Collaboration on key strategies
FASJAB
Formal consultation mechanism for TUs

5

3

15

4

All

Failure to maintain a strong and
effective governance framework
that promotes a delivery-focused
culture that puts the requirements
of the City Region first.

Failure to engage effectively with member organisations
Ineffective allocation of resources
Inability to deliver Devolution Deal
Loss of devolved powers
Corruption and illegality
Ill informed decision making
Reputational damage
Increased complaints
Inability to work with partners and stakeholders if lack of confidence in
governance arrangements
Inability to demonstrate effective governance
Failure to deliver targets, outputs and outcomes
Implications for employee wellbeing, morale, turnover and absence levels
Legal action and associated costs, penalties and fines
Insurance claims

Director of
Corporate Services

5

4

20 Revised Constiution
Code of Corporate Governance
Assurance Framework
Financial Regulations
Internal Audit Plan
Increased capacity in Internal Audit
Risk Management arrangements
Performance management arrangements
Corporate Plan

5

3

15

Ref.
Corporate
/Service Objective
Jeopardised

Risk Description

5

All

Failure to effectively identify and
address the impact of political,
soclal and economic uncertainties,
in particluar those associated with
future arrangements for exiting the
EU.

6

Economy
Housing
Environment
Culture & Tourism

7

Risk Details
Consequences of Risk Materialising

Loss of structural funds
Skills shortages
Relocation of key businesses and employers
Disruption and damage to LCRCA initiatives
Failure to achieve outcomes in business growth

Risk Owner (post
title)

Inherent Risk Scoring
Impact Likelihood
Total
Score
Score
Score

Control Measures in Operation

Residual Risk Scoring
Impact
Likelihood
Total
Score
Score
Score
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Director of
Investment and
Strategic
Development

5

4

20 Investment Strategy
Assurance Framework
Strategic Investment Fund

5

3

15

Failure to establish an appropriate Misalignment of Local Plans
Spatial Framework to support and Inability to deliver housing targets and growth in homelessness
enable LCRCA's growth ambitions Inability to promote economic growth
Reputational damage

Director of Policy
and Strategic
Commissioning

5

5

25 Dedicated capacity for Spatial Plan in place

5

4

20

Environment

Failure to maximise LCRCA's
Impacts on health, wellbeing and environmental outcomes
opportunities to have a positive
Loss of future funding streams
impact on air quality and to
improve air quality across the City
Region.

Director of Policy
and Strategic
Commissioning

5

5

25 Consideration as part of policy and strategy
Monitoring of air quality on transport network

5

3

15

8

All

Failure to prevent, plan and
respond to major incidents
impacting on transport networks,
and in particular failure to maintain
robust systems and procedures in
respect of our own transport
assets.

Director of
Integrated
Transport

5

5

25 Asset Management Plan
Mersey Tunnels capital programme
Resilience arrangements in place and tested
Control Centre co-ordination
Renewal of Rolling Stock Fleet
Investment in Mersey Ferries vessels

5

3

15

9

All

Information Governance breach or Data loss
cyber attack
Remediation costs
Regulator fines
Implications for reputation and confidence

Director of
Corporate
Development

5

5

25 Information Management Group
Senior Information Management Officer
Information Sharing Protocol
Information Management Policy Framework
Information System Security Arrangements
Staff Identified and Trained
Senior Information Risk Owner
ICT Strategy
Policy - Data Protection Policy
Resilience and Recovery Arrangements
ICT Security Protocol
Monitoring of Performance
External Assessment
Internal Policies and Procedures
Code of Conduct for Employees
PCI Compliance Arrangements
Acceptable Use Policy
Business Continuity Arrangements

5

3

15

Deaths and serious injuries
Loss of connectivity
Implications for reputation and confidence
Legal issues – e.g .corporate manslaughter
Disruptions to network
Unavailability of key systems and operational disruption
Lost revenue
Injury and claims arising.
Temporary (and maybe permanent) removal of service to address risk
HSE investigation and fines
Staff absence
Increased complaints.
Criticism/negative media coverage
Recovery costs
Increased insurance premiums

Unavailability of key systems and operational disruption
Ill informed decision making.
Systems compromised, resulting in internal and external threats: Viral, Denial
Of Service attack, Data Integrity (different levels of data: Financial, personal,
commercial, operational) [Theft of data, Deletion of data and Data corruption],
Disruptive attack and Privilege escalation.
Litigation and cost of claims.
Increased complaints.
Inability to work with partners and stakeholders if lack of confidence in integrity
of systems.

Agenda Item 8
LIVERPOOL CITY REGION COMBINED AUTHORITY
AUDIT & GOVERNANCE COMMITTEE
FORWARD PLAN 2018/19
DATE OF
MEETING
17 October
2018

REPORTS

Internal Audit Performance Report (Q 1 & 2)

Laura Williams

KPMG – Annual Audit Letter

Sarah Johnston

Appointment of Independent Member Update

23 January
2019

Jill Coule

Internal Audit Performance Report (Q3)

Laura Williams

Risk Management Update Report

Laura Williams

External Audit Plan 2018/19

Sarah Johnston

Governance Update

20 March
2019

OFFICER
RESPONSIBLE

Jill Coule

Information Management Policies Update

Louise Outram/
Andrew
Henderson

Internal Audit Performance Report (Q4)

Laura Williams

Internal Audit Plan 2019/20

Laura Williams

External Audit Plan 2018/19

Sarah Johnston

Counter – Fraud Policies (revised where
appropriate)

Laura Williams

Risk Management Policy

Laura Williams

Accounting Policies (revised)

Sarah Johnston

Audit and Governance Committee Annual
Report (draft)

Laura Williams

Review of the Effectiveness of the ARG Board
(Self-Assessment)

Laura Williams

Schedule of Audit and Governance Committee
Dates and Forward Plan 2019/20 (draft)

Democratic
Services
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